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Letters to the Editor
The CCH Healthcare Compliance 
team welcomes comments or ques-
tions regarding articles published in 
the CCH Healthcare Compliance 
Letter. Send comments to Raio G. 
Krishnayya, Coordinating Editor, at 
krishnar@cch.com. For more infor-
mation about the CCH Healthcare 
Compliance Portfolio visit our online 
store at http://health.cch.com.

 Sticking by HR's own set standards 
is key to JCAHO compliance 
  by  Judith Tichenor , J.D., L.C.S.W., 
Contributing Editor  

 What exactly is the Joint Commission on the Accreditation of Healthcare Organi-
zation (JCAHO) standard for measuring age-specifi c competencies in clinical care 
staff ? How can a hospital be sure that it is storing its HR records in the right way? 
What do JCAHO standards require to ensure that vendors who provide training 
on highly specialized equipment are properly credentialed? 

 These and other questions were the subject of the “JCAHO Boot Camp” offered 
at the American Societ y for Healthcare Human Resource Associates (ASHHR A) 
Annual Conference in Denver on August 16, 2003. Carlos G. Beato, RN, MSN, 
LNHA, JCAHO surveyor and private consultant, gave the three-hour presentation 
entitled: “Human Resource Management Survival Techniques.”  

 While every healthcare HR department participating in a JCAHO survey wants 
to know about specifi c standards and how to ensure their proper implementation, 
Beato maintained that much of the survey process lies in the hands of the depart-
ments themselves. The key to surviving a survey is twofold, according to Beato. First, 
set your standards based on the areas JCAHO evaluates, in accordance with your 
healthcare setting's specifi c needs. Second, comply with the standards you've set.  

 At fi rst, this advice may seem so simplistic that it is insulting.  Yet, the truth is, 
according to Beato, one of the main reasons healthcare HR departments get a Type 
1 recommendation is due to the fact that HR leaders often set perfectly appropriate 
standards for their specifi c hospital’s HR needs, but then fail to ensure compliance 
with those standards. Believe it or not, Beato asserts, in most standards, JCAHO 
“is not in the business of telling you exactly how to perform your department’s ac-
tivities.” That is why JCAHO standards tend to read in a very vague manner. The 
heart of the matter, said Beato, “is the failure to comply with your own standards 
once you have established them.” 

 “For example,” said Beato, “if you say you are doing regular performance evalua-
tions, and then defi ne the concept of timely performance evaluations as an annual 
process with a 30-day window allowed to accomplish the task, then the Joint Com-
mission will accept that standard as you have defi ned it. However, if most of your 
performance reviews are dated well beyond that 30-day fi nal deadline, you are out 
of compliance with your own standards.” That lack of compliance is liable to land 
your department a Type 1 recommendation, he added.  

 Another area that prompted questions was HR recordkeeping. Again, Beato 
pointed out that where and how you keep employee records is up to you, as long as 
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you maintain them in accordance with the 
federal and state regulations applicable in 
your localit y. Once you have established 
the policy and procedural standards for 
recordkeeping, however, you must once 
again ensure that all HR employees are 
trained for compliance and are actually 
following through with the standards 
you have set. “I can’t emphasize it often 
enough,” Beato observed. “Compliance 
with your own set HR standards is what 
surveyors are monitoring.” Beato indi-
cated that most surveyors look for full 
compliance for at least a year in existing 
healthcare organizations, and expect full 
compliance for at least four months in any 
new healthcare organization. 

 The same principle applies to setting 
standards around outside vendors, as-
sociates, and outside trainers or con-

sultants. For instance, the clinical unit 
of a hospital participates with HR and 
medical technology equipment vendors 
in deciding upon the standards for 
credentialing needed for trainers who 
come in from various vendors to offer 
staff training on specialized high tech 
equipment. Once those standards are 
set, it is up to both the healthcare HR 
department and each vendor to cooper-
ate to make sure that every trainer sent 
by the vendor is also adequately trained 
on the equipment to meet the credential-
ing standards of the hospital.  

  Best practice.  Make sure your own 
HR standards are based not only on 
applicable federal, state, and JCAHO 
standards, but are also based on well 
thought-out and reasonably justified 
rationales specific to your particular 

 Sarbanes-Oxley 
standards apply to 
nonprofi t hospitals 
  by  Catherine Hubbard , MA, 
Contributing Editor  
 Nonprofit health care organizations 
need to take the same precautions as 
for-profit companies that have to com-
ply with Sarbanes Oxley, according to 
Jack Spalding Schroder, Jr., of Alson 
& Bird, Atlanta, Ga. “You’re going to 
be painted with the same broad brush 
that for-profit public health companies 
are going to be painted with,” he said 
at the Sept. 21-23 American Health 
L awyers Associat ion/Healt h Care 
Compliance Association conference 
in Washington, D.C. “You’re not as 
safe or secure as you might think.” 

 Even though Sarbanes-Oxley (SOX) 
only applies to for-profi ts that are regis-
tered on the NYSE, nonprofi t hospitals 
and other health care organizations need 
to comply with the same set of standards, 
said Schroder. “You need to learn how to 
adapt to this new era of cynicism about 
corporate governance.” According to a 
 USA Today  survey last year, the health 
care industry is the second largest source 
of fi nancial restatements, he said. “Health 

care companies have been some of the 
biggest corporate culprits.” 

 “Nonprofit entities need to pay at-
tention,” Schroder said. He suggested 
compliance offi cers of nonprofi t health 
care organizations: 

   Educate board members.  
   Evaluate board composition and look 
at whether there are too many inside 
directors. “If you have too many insid-
ers, you may be in for trouble.” People 
who are otherwise employed by the 
hospital and hospital physicians who 
receive virtually all of their compensa-
tion from the hospital are considered 
insiders, he noted. He also suggested 
offi cers consider imposing term limits 
on board members. 
   Strengthen audit committee powers. 
The committees should have direct 
power to hire and fi re auditors and 
to recruit fi nancially-savvy members. 
Only outside directors should be on 
the audit committee.  
   Compare the nonprofit’s conf lict of 
interest policies with the IRS’ model 
policy. “You need to look at that model 
policy.” He added that “If you have a doc-
tor on your board who is compensated in 
any way by the hospital, he or she cannot 

continued on page 8

Human Resources (cont.)
healthcare setting. Document the rea-
soning and rationale that justifi es the 
standards you have set, and then be sure 
that HR employees and other healthcare 
managers involved in HR processes are 
adequately trained on the policies and 
procedures that create compliance with 
your set standards. Finally, perform rou-
tine evaluations to ensure compliance 
with your standards once you have set 
them, and document the corrective ac-
tions taken in any area that has slipped 
out of compliance.   ■
  CCH Chicago Bureau, Sept. 12, 2003  
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 Unprecedented 
Medi-Cal fraud 
sentence announced 
  by  Sharon Sofi nski   

 Surinder Singh Panshi, the head of a 
massive healthcare fraud ring, has been 
sentenced to 16 years in prison for de-
frauding California’s Medi-Cal system 
of more than $20 million dollars. The 
sentence is the longest for Medi-Cal fraud 
in California’s history. 

 According to California Attorney Gen-
eral Bill Lockyer, “This unprecedented 
sentence sends a message that we will 
use the full force of the law to prosecute 
those who defraud our state.” 

 Panshi, who was arrested in 2002, 
was sentenced on four felony counts 
that include fraud, money laundering, 
conspiracy, identit y theft, tax evasion, 
and committing acts injurious to public 
health. In addition to the prison sen-
tence, Panshi must pay the state $2.5 
million in restitution and the state’s 
Franchise Tax Board (FTB) $124,000 
in back taxes.  

 The two-year-long investigation of Pan-
shi and his associates was conducted by 
the California Attorney General’s Bureau 
of Medi-Cal Fraud and Elder Abuse, the 
FTB, the New Jersey Attorney General’s 
Office, and the U.S. Department of 
Health and Human Services (HHS). 
Among the 104 felony charges in the 
complaint against Panshi were submitting 
false claims to Medi-Cal and Medicare, 
identit y theft, money laundering, tax 
evasion, endangering public health, and 
grand theft.  

  Sophisticated scheme.  Panshi, a 
former doctor, illegally billed govern-
ment health programs for tests that 
were not authorized and were not per-
formed. In more than 15 clinical labo-
ratories Panshi controlled, employees 
were paid to draw excess blood from 
unsuspecting patients. Other blood was 
purchased from drug addicts, runaway 
children, and the homeless. The blood 
was then tested, and Panshi billed Medi-
Cal using patient information that he 
had stolen. He stole doctors’ identities 

to create false records showing that they 
authorized the tests. In addition, Panshi 
ran a black market for the blood and the 
stolen identities. 

 Panshi and his cohorts laundered the 
money they stole from Medi-Cal and 
Medicare in a small neighborhood store 
in New Jersey. Checks issued by the 
government programs were cashed at 
the store by people carrying phony iden-
tifi cation. Some of the money was also 
laundered through a laboratory equip-
ment company Panshi used as a front. 

 “This organized crime ring operated 
a sophisticated scam in order to fl eece 
the Medi-Cal program out of millions of 
dollars,” Lockyer said.  

 Compounding these cr iminal ac-
tivities, Panshi also neglected to file 
personal income tax returns for 1998 
and 1999 and corporate tax returns in 
1999. Although he defrauded the state of 
millions, he reported less than $300,000 
in business income. 

 The New Jersey Attorney General’s of-
fi ce also prosecuted Panshi, and he was 
sentenced earlier this year to 18 years 
in prison. He is expected to serve his 
California sentence fi rst and then return 
to New Jersey to serve the remainder of 
that sentence. 

  Others charged.  Among the other 
defendants in the case are:  

   Yakoob Habib, who was sentenced 
for three years for illegally transmit-
ting money in Anaheim. He has been 
ordered to pay $60,000 in fi nes. 
   Muhammad Yasin, who received an 
eight-year sentence for conspiracy to 
commit healthcare fraud and failure to 
fi le a tax return. He has been ordered 
to pay restitution of $510,519. 
   Shazad Ahmen, who was sentenced 
to three years and ordered to pay 
$67,000. 
   Saeed Ahmed, who was sentenced to 
16 months and a $20,000 fi ne.  
   Ron Martin, who was arrested and 
charged with 41 felony counts, includ-
ing conspiracy, identit y theft, fraud, 
money laundering, and tax evasion. 
   Other defendants in the case have pled 
guilt y and are awaiting sentencing, 
some have been convicted, some are 
awaiting charges, and two are fugitives 
from the law. 
 The press release from the California 

Attorney General’s Office is at  http:
//caag.state.ca.us/newsalerts/2003/03-
107.htm .   ■
 CCH Chicago Bureau, Sept. 9, 2003 



4 CCH Healthcare Compliance Letter  •  October 13 2003

On The Front Lines

 The impact of the Privacy Rules on employers 
  by Harris Beach, LLP  

  In this excerpt from the CCH HIPAA Privacy Guide, Harris Beach, LLP, ad-
dresses the confusion surrounding the HIPAA Privacy Rules’ impact on employ-
ers. For more information on the CCH HIPAA Privacy Guide, please visit our 
online store at http://health.cch.com.  

 Although the April 13, 2003, deadline for most covered 
entities to comply with the Privacy Rules has passed, there 
remains signifi cant confusion about how the Privacy Rules 
impact employers and what obligations, if any, the Privacy 
Rules place on employers. In general, there are two ways in 
which an employer, in its capacit y as an employer, may be 
impacted by the Privacy Rules: (1) sponsoring a group health 
plan; 1   or (2) maintaining an on-site medical clinic. In addi-
tion, many employers whose functions make them a covered 
entit y, or a hybrid covered entit y, continue to struggle with 
the determination of what information they maintain about 
their employees is protected by the Privacy Rules. 

 The Employer Sponsored 
Group Health Plan 
 Many employers will be affected by the Privacy Rules in their 
role as sponsor of employee group health plans. 2  Group health 
plans are, by defi nition, covered entities under the Privacy 
Rules. 3  It is important to note, however, that for purposes 
of the Privacy Rules, the group health plan is considered 
an entit y separate and distinct from the plan sponsor. It is 
actually the group health plan itself that is the covered entit y 
and not the sponsor of that group health plan. 4  The practical 
implication of this division may be minimal because the ad-
ministrative functions which most group health plans perform 
are performed by employees of the plan sponsor.  

 Administrative Requirements 
Relating to Group Health Plans 
 In determining the administrative requirements the Privacy 
Rules impose on a group health plan, it is fi rst necessary to 
determine what t ype of information the group health plan 
discloses to the plan sponsor. Once that determination is 
made, there is a further distinction between the obligations 
of self insured and fully insured group health plans.  

  Disclosure of PHI to plan sponsor and amendment 
of plan documents.  With certain limited exceptions, a 
group health plan is prohibited from disclosing PHI to the 
plan sponsor without a valid authorization, unless the plan 
documents are amended to permit such disclosures. 5   Specifi -
cally, a group health plan, or an HMO or health insurance 

issuer with regard to that group health plan, may disclose 
summary health information to the plan sponsor without an 
authorization and without amending the plan documents if 
the plan sponsor requests such summary health information 
for the purpose of obtaining bids for providing health insur-
ance coverage or for the purpose of modifying, amending or 
terminating the group health plan. 6   Further, a group health 
plan may disclose to the plan sponsor whether an individual is 
participating in a group health plan or whether an individual 
is enrolled in or has disenrolled from an HMO or health 
insurance issuer offered by the group health plan without an 
authorization and without amending the plan documents. 7  
Any other disclosures of PHI made to a plan sponsor require 
either an authorization from the insured or an amendment 
to the plan documents. 8   

 If the group health plan, or the HMO or health insurance is-
suer with respect to the group health plan, intends to disclose 
PHI, other than the limited information described above, to 
the plan sponsor, the group health plan’s plan documents 
must be amended to incorporate provisions to: 
   1.  establish the permitted and required uses and disclosures 

of PHI by the plan sponsor, provided that such uses and 
disclosures may not be inconsistent with the Privacy Rules; 
and  

   2.  provide that the group health plan will disclose PHI to the 
plan sponsor only upon receiving a certifi cation from the 
plan sponsor that the plan documents have been amended 
to incorporate the following provisions and that the plan 
sponsor agrees to: 

     not use or further disclose PHI other than as permitted or 
required by the plan documents or as required by law; 
   ensure that any agents, including subcontractors, to 
whom the plan sponsor provides PHI received from 
the group health plan agree to the same restrictions and 
conditions that apply to the plan sponsor with respect 
to such information; 
   not use or disclose PHI for employment-related actions 
and decisions or in connection with any other benefi t or 
employee benefi t plan of the plan sponsor;  
   report to the group health plan any use or disclosure 
of the information that is inconsistent with the uses or 
disclosures provided for in the plan documents of which 
the plan sponsor becomes aware;  
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   make available PHI in accordance with the individual 
access provisions set forth in the Privacy Rules; 
   make available PHI for amendment and incorporate any 
amendments to PHI to which the group health plan 
agrees and in accordance with the provisions of the 
Privacy Rules; 
   make available the information required to provide an 
accounting of disclosures in accordance with provisions 
of the Privacy Rules;  
   make the plan sponsor’s internal practices, books, and 
records relating to the use and disclosure of PHI received 
from the group health plan available to the Secretary 
for purposes of determining the group health plan’s 
compliance with the Privacy Rules; and 
   if feasible, return or destroy all PHI received from the 
group health plan that the sponsor still maintains in any 
form and retain no copies of such information when it 
is no longer needed for the purpose for which disclosure 
was made, except that, if such return or destruction is 
not feasible, the plan sponsor will limit further uses and 
disclosures to those purposes that make the return or 
destruction of the information infeasible. 9   

   In addition the foregoing, the plan sponsor must ensure 
that there is separation between the group health plan and 
the plan sponsor. Specifi cally, the recognition of the plan 
sponsor and the group health plan as two separate entities is 
a legal fi ction. Therefore, it is very likely employees of the plan 
sponsor will perform those administrative functions which 
the group health plan is required to perform. In recognition 
of this fact, if PHI is to be shared with the plan sponsor, the 
plan documents must also be amended to: 
   1.  describe those employees or classes of employees or other 

persons under the control of the plan sponsor to be 
given access to the PHI to be disclosed, provided that 
any employee or person who receives PHI relating to pay-
ment under, health care operations of, or other matters 
pertaining to the group health plan in the ordinary course 
of business must be included in this description; 

   2.  restrict the access to and use by such employees or other 
persons to the plan administration functions that the plan 
sponsor performs for the group health plan; and  

   3.  provide an effective mechanism for resolving any issues 
of noncompliance with the plan documents by persons 
afforded access to the PHI. 10   

   Once the plan documents are appropriately amended, the 
group health plan may: 
   1.  disclose PHI to the plan sponsor to carry out plan admin-

istration functions that the plan sponsor performs; 
   2.  not permit the health insurance issuer or HMO with 

respect to the group health plan to disclose PHI to a 
plan sponsor, except as specifi cally permitted by the 
Privacy Rules; 

   3.  not disclose and may not permit a health insurance issuer 
or HMO to disclose PHI to a plan sponsor unless the 
Notice of Privacy Practices of the group health plan states 
that PHI may be disclosed to the plan sponsor; and 

   4.  not disclose PHI to the plan sponsor for the purpose of 
employment-related actions or decisions in connection with 
any other benefi t plan of the plan sponsor. 11   

    Administrative obligations of fully insured group 
health plan.  Certain fully insured group health plans are 
not subject to many of the administrative obligations created 
under the Privacy Rules. For purposes of this exemption, a 
fully insured group health plan means a group health plan 
that: (1) provides benefi ts solely through an insurance contract 
with a health insurance issuer or an HMO; and (2) does not 
create or receive PHI except for summary health information 
or information relating to whether an individual is participat-
ing in the group health plan or is enrolled in or disenrolled 
from a health insurance issuer or an HMO offered by the 
group health plan.  

 First, a fully insured group health plan is obligated to 
comply with the documentation requirements of the Privacy 
Rules only to the extent such documentation requirements 
relate to the amendment of the plan documents.  Further, a 
fully insured group health plan is  not  required to: 
   1.  produce or distribute a Notice of Privacy Practices; 12  
   2.  designate a privacy offi cial or contact person;  
   3.  produce and implement polices and procedures relating 

to compliance with the Privacy Rules; 
   4.  train employees with respect to the Privacy Rules;  
   5.  implement administrative, physical and technical safe-

guards to protect the privacy of PHI;  
   6.  implement a procedure by which individuals may fi le a 

complaint with the group health plan with respect to 
violations of the Privacy Rules; 

   7.  implement a policy relating to sanctions imposed on em-
ployees for violations of the Privacy Rules; 

   8.  mitigate the known harmful effect of a use or disclosure 
of PHI in violation of the Privacy Rules. 13     

 Note, however, that a group health plan that provides 
health benefi ts solely through a contract with a health in-
surance issuer or an HMO, but receives PHI in addition to 
summary health information or information on whether an 
individual is participating in the group health plan, or is en-
rolled in or disenrolled from an insurance provider or HMO 
offered by the plan, is not exempt from the administrative 
requirements of the Privacy Rules. Further, there are special 
requirements relating to the Notice of Privacy Practices which 
apply to fully insured group health plans that receive PHI in 
addition to summary health information and information 
regarding participation in the group health plan or enrollment 
in or disenrollment from an insurance provider or HMO 

continued on page 6
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offered by the plan. Such group health 
plans must maintain a Notice of Privacy 
Practices and must deliver that notice to 
an individual upon request.  There is no 
requirement that such a group health 
plan receive an acknowledgement of 
delivery of that Notice. 

  Administrative obligations of 
self-insured group health plan.  A 
group health plan that is self-insured, 
meaning it does not provide benefi ts 
through a contract with a health insur-
ance issuer or HMO, is subject to all of 
the administrative requirements set forth 
in the Privacy Rules. 14   

 There are special provisions regard-
ing the Notice of Privacy Practices which 
relate to self-insured group health plans. 
A self-insured group health plan is re-
quired to maintain a Notice of Privacy 
Practices and, no later than the April 
14, 2003 compliance date, were required 
to have delivered that Notice to each 
enrollee in the group health plan. 15   
Thereafter, the group health plan must 
deliver its Notice to each new enrollee 
at the time of enrollment in the group 
health plan.  In addition, each enrollee 
must receive the Notice of Privacy Prac-
tices within sixt y days of any material 
revision to the Notice. Finally, at least 
every three years, the group health plan 
must notify its enrollees that the Notice 
is available to them and how to obtain 
a copy of the Notice. 16  

 Use and Disclosure 
of PHI by a Group 
Health Plan 
 Except for disclosures made to the 
plan sponsor in accordance with the 
provisions stated earlier in this article, a 
group health plan is required to comply 
with all of the restrictions on the use 
and disclosure of PHI set forth in the 
Privacy Rules. Therefore, as a general 
rule, a group health plan is required to 
have a valid authorization for all uses 
and disclosures of PHI, unless such use 
or disclosure is made for treatment, pay-
ment or health care operations purposes 
or the Privacy Rules contain a specifi c 
exception to the authorization require-
ment for such use or disclosure. 

 Individual Rights 
Created Under the 
Privacy Rule 
 A group health plan is obligated to af-
ford an individual all of the rights cre-
ated by the Privacy Rules. Specifi cally, 
a group health plan must provide an 
individual the right to access his or her 
PHI, the right to request an amendment 
to his or her PHI, the right to request 
restrictions on the use and disclosure of 
his or her PHI, and the right to receive 
confi dential communications. 

 Employers with On-Site 
Medical Clinics 
  On-site medical clinic as “covered 
entity.”  Some employers maintain or spon-
sor employee health clinics. The Privacy 
Rules may be applicable to medical clinics 
operated by employers, even if the main 
function of that employer is not the provi-
sion of health care. Whether an employer 
sponsored health clinic is a covered entity 
will depend on whether that clinic trans-
mits health information electronically in 
connection with a standard transaction. 17    
If an employer sponsored health clinic 
conducts electronic transactions, then that 
employer is a covered entity. Pursuant to the 
Privacy Rules, however, that employer may 
designate itself as a hybrid covered entity, 
in which case only those portions of the 
employer which perform covered functions 
will be obligated to comply with the provi-
sions of the Privacy Rules. 18   

  Requirements of on-site medi-
cal clinic.  Once an employer has deter-
mined that the medical clinic it sponsors 
is a covered entity and that employer has 
designated itself as a hybrid covered entity, 
the Privacy Rules require that the portion 
of that employer which performs covered 
functions comply with all of the provisions 
of the Privacy Rules. This will require the 
implementation of a complete program to 
bring the covered portions of the employer 
into compliance with the Privacy Rules. It 
is important to note, however, that only 
the portions of the employer which per-
form covered functions, in this case the 
medical clinic, are required to comply with 
the Privacy Rules. 

 One of the most diffi cult issues raised 
by the employer’s status as a hybrid 
covered entit y is the interaction, and 
specifi cally the sharing of PHI, between 
the covered and non-covered portions of 
that employer. Perhaps the best way to 
think about a hybrid covered entit y for 
purposes of compliance with the Privacy 
Rules is as two separate entities, one of 
which is a covered entit y and the other 
of which is not. As such, if the medical 
clinic could not disclose PHI to a person 
or entit y unaffi liated with the employer 
without a valid authorization from the 
employee, the medical clinic cannot dis-
close that same PHI to any other portion 
of the employer without a valid authoriza-
tion from the employee. Further, if there 
is an employee who performs functions 
for both the covered and non-covered 
portions of the employer, that employee 
may not use PHI for the non-covered 
functions he or she performs unless the 
PHI is properly disclosed by the covered 
portion of the employer to the non-cov-
ered portion of the employer.  

 The Employment 
Records Exception 
 One of the most confusing aspects of the 
Privacy Rules for employers is the deter-
mination of what information it holds 
is protected by the Privacy Rules. First, 
an employer that performs no covered 
functions is not a covered entit y, and no 
information it maintains is protected by 
the Privacy Rules. 19   This determination, 
however, is more diffi cult for the em-
ployer that is a covered entit y by virtue 
of its primary functions or the employer 
that is a hybrid covered entit y because it 
maintains an on-site medical clinic.  

 In its capacit y as a covered entit y, all 
of the PHI maintained by an employer is 
protected by the Privacy Rules. In addi-
tion to being a covered entit y, however, 
many covered entities are also employ-
ers. Therefore, it becomes necessar y 
to distinguish between employment 
records and PHI. This determination 
can be blurred when t he medical 
information in question relates to an 
employee of the covered entit y.  

continued on page 7
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 In order to dispel some of the confu-
sion, it is important to understand that 
the defi nition of “protected health infor-
mation” expressly excludes “employment 
records held by a covered entity in its role 
as an employer.” 20    Further, HHS recog-
nized that an employer is required to have 
certain medical information in its employ-
ment records in order to comply with its 
obligations under the Family and Medical 
Leave Act, the Americans with Disabilities 
Act and other similar laws. In addition an 
employer may require information relating 
to occupational injury, disability insurance 
eligibilit y, sick leave requests and justifi ca-
tions, drug screening results, workplace 
medical surveillance and fi tness for duty 
tests to be in its employee records. 21    

 Although HHS did not include a 
defi nition of “employment records” in 
the Privacy Rules, HHS made clear that 
the determination as to the applicabilit y 
of the Privacy Rules to certain records 
maintained by an employer turns not on 
the nature of the information contained 
in the record itself, but rather on why the 
employer is maintaining such information. 
To illustrate this point, HHS noted: 

  drug screening test results will be 
protected health information when 
the provider administers the test 
to the employee, but will not be 
protected health information 
when, pursuant to the employee’s 
authorization, the test results are 
provided to the provider acting 
as employer and placed in the 
employee’s employment record. 
Similarly, the results of a fi tness 
for dut y exam will be protected 
health information when the 
provider administers the test to 
one of its employees, but will not 
be protected health information 
when the results of the fi tness for 
duty exam are turned over to the 
provider as employer pursuant to 
the employee’s authorization. 22    

 Although areas of confusion are likely 
to remain, the foregoing general prin-
ciples should resolve many questions. 
The key determination turns on why 
the employer has the information. If 
the information was properly disclosed 
to the employer and maintained by 

that employer as part of an employment 
record, that information is not subject 
to the protections of the Privacy Rules.  
Conversely, if the employer maintains the 
information due to one or more of the 
covered functions it performs, such infor-
mation constitutes PHI and is protected 
by the Privacy Rules in the hands of that 
employer. This analysis may result in the 
information in question being protected 
by the Privacy Rules in the hands of those 
portions of the employer that perform 
covered functions, and not protected by 
the Privacy Rules when it is in the pos-
session of those portions of the employer 
that do not perform covered functions, 
including in the employment record of 
an employee. Although such a conclu-
sion seems illogical, it is often the proper 
result under the Privacy Rules.  
  Stevens L. Ingraham, Esq., James A. Tacci, M.D., J.D., 

M.P.H, and Justin P. Runke, Esq., of Harris Beach, LLP, 

are the coauthors of the  CCH HIPAA Privacy Guide . 

Harris Beach, LLP, is a top 250 law fi rm with offi ces 

throughout the Northeast. Since its founding in 1856, 

it has provided a wide range of legal services for a 

broad-based clientele. Harris Beach's Health Services 

Department has been at the forefront of structural 

changes in the rapidly evolving health care industry. 

Harris Beach attorneys counsel a wide variety of 

institutional and individual health care providers, 

multi-provider organizations, managed care organi-

zations and insurers, and have substantial experience 

in integrated delivery systems and managed care 

products. Harris Beach's health services include 

mergers, acquisitions, affi liations, and reorganizations; 

general corporate; antitrust; regulatory compliance; 

operations' medical malpractice defense and risk 

management advice; labor and employment issues; 

third party reimbursement; fi nancing services; tax, 

pensions, and employee benefi ts; and real estate and 

environmental issues.  They regularly provide compli-

ance advice regarding the privacy and security provi-

sions of Health Insurance Portability and Accountabil-

ity Act of 1996 (HIPAA) to a wide range of clients, 

including skilled nursing facilities, physician groups, 

large corporations and free-standing surgical centers. 

Their attorneys prepare consents and authorizations, 

modify business associate contracts and agreements, 

and perform structural and organizational evaluations 

for organized health care operations to achieve and 

maintain HIPAA compliance. 

     1    For a complete defi nition of the term “health 

plan” and all terms defi ned by the Privacy 

Rules, see the  CCH HIPAA Privacy Guide.   

   2    Examples of group health plans include vision, 

dental and prescription drug plans, long-term 

care plans and fl exible spending plans. Group 

health plans which are not covered by the 

Privacy Rules include disability, liability and 

workers’ compensation plans, life and retire-

ment plans, and cafeteria plans.  

   3    45 C.F.R. §164.103.  

   4    67 Fed. Reg. 53207 (Aug. 14, 2002).  

   5    45 C.F.R. §164.504(f)(1)(i).  

   6    45 C.F.R. §164.504(f)(1)(ii).  

   7    45 C.F.R. §164.504(f)(1)(iii).  

   8    Generally, the existence of an employer spon-

sored group health plan is evidenced by plan 

documents.  

   9    45 C.F.R. §164.504(f)(2)(i)-(ii). Note that many 

of the required amendments to the plan docu-

ments are very similar to the provisions which 

are required to be included in a business as-

sociate agreement.  

   10   45 C.F.R. §164.504(f)(2)(iii).  

   11   45 C.F.R. §164.504(f)(3).  

   12   45 C.F.R. §164.520(a)(2).   

   13   45 C.F.R. 164.530(k). Self-insured group health 

plans remain obligated to refrain from intimi-

dating or retaliatory acts and cannot require 

individuals to waive their rights as a condition 

of treatment, payment, enrollment in a health 

plan or eligibility for benefi ts.    

   14   45 C.F.R. §164.520(a)(2)(ii).  

   15   45 C.F.R. §164.520(c)(1)(i)(A). This delivery 

requirement is satisfi ed if the Notice is deliv-

ered to the named insured of the policy, even 

if there are one or more dependents covered 

by such policy. 45 C.F.R. §164.520(1)(c)(iii).  

   16   45 C.F.R. §164.520(c)(1)(i). Note that there 

is no requirement that the group health plan 

receive an acknowledgement of delivery of 

the Notice of Privacy Practices.  

   17   For a list of standard transactions, please see 

the defi nition of “transaction” in  CCH HIPAA 

Privacy Guide,  Chapter I-3.  

   18   45 C.F.R. §164.105(a)(2)(iii)(c).  For a complete 

discussion of hybrid covered entities, please 

see  CCH HIPAA Privacy Guide,  Chapter I-1(B)(3) 

and Chapter II-1(A)(1).  

   19    Note that the determination that information 

maintained by an employer is not subject to the 

protections of the Privacy Rules does not imply, 

and should not be taken to mean, that the informa-

tion is not subject to other state and federal laws 

which protect the privacy of that information.  

   20   45 C.F.R. §160.103.  

   21   67 Fed. Reg. 53191-53192 (Aug. 14, 2002).   

   22   67 Fed. Reg. 53192 (Aug. 14, 2002). 
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HIPAA Security Guide
One of the most important facets of healthcare compliance is the challenge of being compliant with the Health 
Insurance Portabilit y and Accountabilit y Act (HIPAA).  CCH’s HIPAA Security Guide is designed to be an 
expert yet straightforward resource to help you meet the HIPAA compliance challenge.

Electronic forms and news updates available over the internet
The HIPAA Security Guide is not limited to print only, but delivers the power of an online research tool 
as well. Hipaa.cch.com delivers current HIPAA news and updates while the online research tool provides forms 
to assist in developing policies and procedures, targeted for HIPAA compliance.

vote on his or her compensation or on 
anyone else’s compensation.” 
   Document all executive compensation 
decisions. “My rule is document, docu-
ment, document.”  
   Beware of “form” fi nancial covenants in 
loan and bond documents. “I’ll bet you 
the bank document has been changed 
to include all these Sarbanes-Oxley re-
quirements,” he said, cautioning that the 
changes will apply to nonprofi ts. “Do you 
think they’re going to give you a different 
fi nancial document form, just because 
you’re a nonprofi t? No, they’re going to 
give you the same statement,” he said.   
   SOX-type violations land non-

profi ts in court.  As the  Health Midwest  
((2003 WL 328845 (D. Kan. 2/6/03)) and 
 Banner Health Systems  ((2003 WL 21197257 
(S.D. 5/21/03)) cases show, state regula-
tors are getting tough on hospitals, said 
Schroder. Even though the two cases, taken 
together, do not form a clear precedent for 
what might happen in the future, they do 
indicate that nonprofi ts must be careful 

when trying to transfer charitable funds 
out of state. “If you’re a nonprofi t corpo-
ration, the attorney general in your state 
thinks your money is his or her money,” 
he said. “If you attempt to use that money 
for out-of-state purposes, or purposes the 
attorney general doesn’t like, you’re going 
to hear from that attorney general.” 

 The states aren’t the only ones getting 
tough, said Schroder. “The feds are get-
ting tough also.” He said the  U.S. v. United 
Memorial Hospital  case (No. 1:01-CR-238) 
(W.D.Mich., plea entered 1/8/03) was one 
of the fi rst criminal actions taken against a 
hospital – in this case a nonprofi t. The hos-
pital pleaded guilty that it knew, or at least 
should have known, that a physician placed 
a number of patients at unnecessary risk 
of harm. In this case, there was evidence 
that the inaction was due to the fact the 
physician was responsible for one-third of 
the hospital’s income, Schroder noted. 

 In  U.S. v. Weinbaum  (No. 03 CR 1587L) 
(S.D.Cal., fi led 6/6/03), is a criminal indict-
ment against hospital and its CEO for its 

physician recruitment practices. “Everyone 
does physician recruitment,” said Schroder, 
urging hospitals to pay attention to this case. 
“The government is now going after viola-
tions of the anti-kickback law, and against 
CEOs personally for negotiating those 
contracts.” In  Weinbaum , the hospital paid 
over $10 million for 100 new physicians, or 
roughly $100,000 per physician. However, 
he said, the money went to the various 
groups the physicians were joining, rather 
than to the physicians themselves. The de-
fendants deny wrongdoing and promise a 
vigorous defense, Schroder said.  

  IRS weighs in.  The IRS made itself 
clear in Announcement No. 2002-87, 
where it said nonprofi ts need to provide 
the same verifi able information as for-
profi ts, Schroder said. The IRS is saying 
that both shareholders and contributors 
to charities need the same t ype of reli-
able information when deciding whether 
to invest or make a contribution, Sch-
roder noted.  ■
  CCH Washington Bureau, Oct. 2, 2003  
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False Claims

 Doctor to pay $162,000 
to settle False Claims 
charges 
  by  Sharon Sofi nski   

 Dr. Stephen L. Henry has agreed to 
pay $162,000.00 to settle charges fi led 
against him under the civil False Claims 
Act, the offi ce of the U.S. Attorney for 
the Western District of Kentucky an-
nounced on September 2, 2003.  

 Henry, an orthopedic surgeon and 
lieutenant governor of Kentucky, was 

charged with causing bills to be submit-
ted for surgeries at the Universit y of Lou-
isville teaching hospital when he was not 
present or was not immediately available. 
The complaint alleged that a “signifi cant 
number” of the surgeries Henry billed 
to Medicare and Medicaid were actually 
performed by residents. The complaint 
included 44 examples of surgeries for 
which Henry approved billing claims 
for his services but was absent from the 
operating room.  

 The settlement includes the recovery 
of $60,378 that Henry allegedly improp-

erly billed to the Medicaid and Medicare 
programs, plus a signifi cant fi nancial 
sanction. “The settlement demonstrates 
that the submission of false claims to 
these programs will not be tolerated,” 
according to the U.S. Attorney’s Offi ce. 
The settlement is also expected to affect 
Henry’s political future. 

 The Federal Bureau of Investigation and 
the U.S. Attorney's Offi ce both participated 
in the investigation. The U.S. Attorney’s 
press release is at  http://www.usdoj.gov/
usao/kyw/PressReleases.htm .  ■
 CCH Chicago Bureau, Sept. 5, 2003 


