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 Identity theft case is fi rst HIPAA 
conviction 
  by  Suzanne Szymonik, JD , Contributing Editor  

 An employee of a Seattle cancer care center who obtained a cancer patient’s name, date 
of birth, and Social Security number, and then used that information to get four credit 
cards and charge more than $9,000, pled guilty to wrongful disclosure of a patient’s 
protected health information. This marks the fi rst criminal conviction under the 1996 
federal law that protects patients’ privacy rights regarding medical information, the 
Health Insurance Portabilit y and Accountabilit y Act (HIPAA) (PubLNo 104-191). 

 HIPAA makes it illegal to disclose protected, individually identifi able health 
information to another person, for an impermissible purpose, knowingly and with 
intent to use the information for personal gain. Convicted defendants face impris-
onment for up to ten years and fi nes up to $250,000. 

 The employee, Richard A. Gibson, signed a plea agreement on August 19, 2004, 
that contemplates a sentence of 10 to 16 months. He also agreed to make restitution 
to two credit card companies and to the cancer patient who incurred expenses fi ght-
ing the identit y theft. A prison term is expected because Mr. Gibson knew that the 
patient suffered from a rare and often fatal form of cancer, which made the patient a 
“vulnerable victim” according to federal sentencing guidelines. The court has not yet 
accepted the plea agreement.   (U.S. v. Gibson, W.D. Wash., No.CR04-0374 RSM  ) ■ 
CCH Chicago Bureau, August 27, 2004

 OCR clarifi es Privacy Rule, state public records 
laws relationship 
  by  Sharon Sofi nski , Coordinating Editor  

 The Offi ce for Civil Rights (OCR) recently posted a question and answer regarding 
the relationship of the HIPAA Privacy Rule to state public records laws. According 
to the Q&A, only states that are covered entities are subject to the HIPAA Privacy 
Rule. If a state public records law mandates that a covered entit y disclose protected 
health information (PHI), the Privacy Rule permits the covered entit y to make the 
disclosure, as long as the disclosure complies with the state public records law. 
 However, if the state public records law only permits—and does not mandate—dis-
closure of PHI, or if exceptions or other qualifi cations exempt the PHI from the 
state law’s disclosure requirement, the disclosures are not required and would not 
fall under the Privacy Rule. The complete Q&A is at: http://answers.hhs.gov/cgi-
bin/hhs.cfg/php/enduser/std_alp.php.  ■
  CCH Chicago Bureau, August 31, 2004  
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 Long-run goal of 
compliance should be 
improving performance, 
expert says 
  by  Catherine Hubbard, MA , 
Contributing Editor  

 An effective compliance program should 
yield a lower claims rejection and error 
rate, but more importantly, it should 
establish within an organization the 
structure and culture of best business 
practices, according to John Beattie, 
director of healthcare operational and 
compliance services at Parente Randolph, 
Harrisburg, Pennsylvania. “Culture is 
very essential. Ethics must be a driving 
force of the enterprise,” he said during 
a Health Care Compliance Association 
audioconference on compliance effective-
ness held on August 12. 

 While the government currently focuses 
on correct billing fostered through audit-
ing and monitoring programs, education 
and training, and corrective action, Beattie 
said, the long-run goal of an organization 
should be creating a culture of compliance 
and improving performance. “Billing is 
not going to be in the long run the sole 
measure of the effectiveness of a compli-
ance program,” he predicted.  

 One of the true measures of effectiveness 
is an awareness of and focus on building 
an integrity-centered organization, Beattie 
said. “Hospitals are very complex organiza-
tions with constantly changing rules and 
interpretations. It’s what we do not know 
and how long it takes us to discover what 
we do not know that may over time become 
the true measure of an effective compliance 
program,” he predicted. 

 Also at the audioconference, Stephan 
Vincze, vice president of ethics and 
compliance and privacy offi cer for TAP 
Pharmaceuticals, Chicago, Illinois, 
stressed that by working with others at 
the organization and with the govern-
ment, compliance offi cers will produce 
positive results. He encouraged people to 
get past the “us against them” perception 
and foster a partnership. 

 Beattie added that partnership prin-
ciples are particularly important for 
compliance offi cers, which he called “a 

catalyst for change and for performance 
improvement.” He stressed that compli-
ance offi cers should work closely with 
employees in the organization. “You 
cannot bury yourself,” he said. “You 
have to get up and walk around the 
institution.” He added that “Documen-
tation is not going to tell you the whole 
story,” recommending compliance of-
fi cers talk with people about the poli-
cies and procedures and ask what really 
goes on in the organization. “You need 
to have a rapport with the employees 
of the organization in order to get hon-
est answers. You cannot lead if you're 
distrusted,” he said. 

 Shawn DeGroot, vice president of cor-
porate compliance, Rapid Cit y Regional 
Hospital, Rapid City, South Dakota, said 
that when meeting with and speaking to 
employees, compliance offi cers should be 
aware of facial expressions, posture and 
hand gestures. Some hand gestures, such 
as open palms, can help foster learning 
and compliance, while other gestures, 
such as hands behind the head, a sign 
of arrogance, will distance the speaker 
from others, she said. 

  Employee training.  Vincze sug-
gested compliance of f icers t ake a 
multi-dimensional approach toward 
training. “You should not rely on any 
one meaning of training,” he said. He 
recommended a mixture of computer-
based training that includes true to 
life scenarios and interactive features, 
and live training where the company 
can customize seminars with each 
functional area of the organization, 
such as human resources, f inance, 
sales and marketing.  

 During live sessions, Vincze said, 
instructors should present some case 
studies and encourage the class to dis-
cuss the code of conduct issues involved 
and how those issues apply to the facts 
of the case. “Keep it simple,” he urged, 

stressing that the presenter should focus 
on one or two key points. 

 One relatively low-cost method of 
training and education is to hold an 
audioconference, during which people 
can tap in to the program and ask ques-
tions, Vincze said, adding that these 
meetings are especially useful, since 
they allow for live interaction. “The 
more people feel comfortable coming 
to you as a resource to ask questions, 
the more likely you’ll be seen as an 
added-value partner in your organiza-
tion,” he said. 
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Best Practices (cont.)

 During any presentation, a compli-
ance offi cer must be credible, yet not too 
authoritative or grave, Vincze said. He 
advised offi cers to make the meetings fun 
by adding some jokes and by providing 
positive competition and incentives to 
encourage compliance. “You can have 
some fun with it,” he said.  

 “We should have fun when we do 
compliance,” Beattie added. 

 Yet compliance programs also must be 
taken seriously, Beattie said. “You could 
have all the policies and procedures in 
place, but if management winks at these or 

if a nursing staff or patient care employee 
views these policies as sanctimonious hy-
pocrisy by management, the number of 
policies and procedures only serve to fur-
ther indict your program,” he warned. 

  Measuring effectiveness.  Vincze 
said compliance offi cers should establish 
concrete goals. “Shift your focus from 
effectiveness to performance measure-
ment, from criminal sentencing to good 
business practices, from abstract or vague 
concepts to practical and concrete tools 
and from more narrative discussion of 
effectiveness to more actual measurement 
of metrics,” Vincze urged. 

 “The more we can measure empirically 
our success, [and] the more we can show 
compliance helps with effi ciency, the 
more likely it will be accepted and seen 
as effective,” added Beattie. 

 Beattie also noted that internal controls 
must be adjusted over time, particularly 
when there’s a change in management, when 
there’s a failure of internal controls, when 
there’s routine processing without thinking 
or when there’s a lack of information to make 
informed decisions. “What could be deemed 
an effective compliance program today may 
not be so at a later time,” he said.  ■
  CCH Washington Bureau, August 27, 2004  
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 Physician-hospital 
organization settles 
FTC price fi xing case 
  by  CCH Editorial Staff   
 A North Carolina physician-hospital 
organization (PHO) and ten of its phy-
sician members would be banned from 
collectively negotiating with payors on 
behalf of physicians and set ting the 
prices or other terms on which physi-
cians deal with payors, under the terms 
of a proposed FTC consent order. The 

proposed order would also prevent the 
PHO, for a period of time, from oper-
ating as a “messenger,” or contracting 
agent, on behalf of physicians in deal-
ing with payors. The proposed consent 
order would settle FTC charges that the 
PHO and its members fi xed prices for 
the services of the PHO's 450 physician 
members, hindered competition in four 
western North Carolina counties, and 
raised costs for consumers. The pro-
posed order would allow the PHO to 
engage in potentially procompetitive 

activities, such as information technol-
ogy and medical management services, 
that do not pose a signifi cant risk of 
anticompetitive effects.  

 The FTC issued it s administ ra-
tive complaint late last year against 
the PHO and the ten members. At 
that time, an acute care hospital in 
Hickor y, Nor t h Carolina, and it s 
parent company set tled FTC charges 
concerning their role in the allegedly 
unlawful activities. ■ 
  CCH Chicago Bureau, August 18, 2004  
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On The Front Lines

 Ready or not, here come the Security Rules 
  by  Harris Beach, LLP   

  The jury is still out regarding whether the Health Insurance Portability and Ac-
countability Act of 1996 (HIPAA), the federal legislation that seeks to make 
fundamental changes in the health care industry, will have the result that was 
envisioned. It certainly has, however, already made a large impact on operations 
of entities that deal with health care data and information—and in April 2005, 
the impact will become even larger.  

 Background 
 HIPAA was implemented, according to its legislative history, 
to improve the current domestic health care system, which 
has experienced heavy regulation, double-digit infl ation, and 
lawsuits. The statute's three goals are: (1) to promote portabil-
it y of health insurance among employers; (2) to greatly expand 
the statutory weapons available to prosecute health care fraud; 
and (3) through “administrative simplifi cation,” to promote 
uniformit y and confi dentialit y in the use and transmission 
of health information.  

 It is under this third goal that the Privacy and Securit y 
Rules of HIPAA fall. The “Securit y Rules” are the fi nal fed-
eral securit y standards for health care information, issued on 
February 13, 2003. When releasing the Securit y Rules, the 
Department of Health and Human Services (HHS) pointed 
out that “certain health care providers and health care clear-
inghouses must establish procedures and mechanisms to 
protect the confi dentialit y, integrit y and availabilit y of elec-
tronic protected health information.” How to implement such 
protections is at the forefront of all covered entities as the 
April 2005 compliance deadline looms. The rules require all 
covered entities to implement administrative, physical, and 
technical safeguards to protect electronic protected health 
information (EPHI) in their care.  

 This was not the fi rst time securit y issues were addressed. 
In the preliminary Securit y Rules, released in 1998, a single 
sentence mentioned the need for chain-of-trust agreements to 
ensure personal health information remains secure when it 
is transferred from a covered entit y to a non-covered entit y. 
Thus, for example, the health care plan's transmission of data 
to a third-part y administrator would be a “chain-of-trust” that 
would require protection of the data. The fi nal HIPAA Privacy 
Rules include a requirement of business associate agreements 
for the same purpose, but for all intents and purposes elimi-
nate the strict notion of protecting every link in the chain. 

 It is signifi cant to note that HHS actually narrowed the scope 
of the Securit y Rules to better align with the Privacy Rules. 
Under the proposed Securit y Rules, the scope was originally 
health information that related to an individual and that was 
electronically maintained. Under the fi nal rules, however, if 

data is de-identifi ed as not being secure, it is not covered under 
the Securit y Rules. Also, in releasing the Securit y Rules, HHS 
removed the electronic signature requirement; it was then 
subsequently included in a separate regulation. 

 In the fi nal Securit y Rules, health care plans must under-
stand the distinction between “addressable” and required 
implementation specifi cations. Addressable specifi cations are 
not mandatory, thus allowing variable levels of compliance 
from entit y to entit y. The number of mandatory implementa-
tion specifi cations decreased from 69 in the preliminary rules 
to 13 in the fi nal rules.  

 Furthermore, the Securit y Rules make no distinction 
between internal and external data movement, with secu-
rit y procedures required of both. Simply put, the Securit y 
Rules cover EPHI in storage as well as during transmission. 
Fortunately, HHS recognized in the Securit y Rules that each 
entit y's securit y needs are unique, and, therefore, the specifi c 
protections deemed appropriate to adequately protect infor-
mation will vary and will be determined by each entit y in 
complying with the standards. This is especially critical for 
health care plans, as data may move internally for purposes 
or preparing such documents as Form 5500, the reporting 
vehicle for health care plans under the Employee Retirement 
Income Securit y Act (ERISA).   

 Practical Aspects 
 There is an inherent danger in the confusion generated by the 
Securit y Rules. The tighter standards imposed on business 
relationships and the sharing of data among a health insurer 
and a health plan, the plan sponsor, and insurance brokers 
have created confusion and, in some aspects, paranoia. There 
are popular press reports that in many cases, insurers are 
denying specifi c claims information to fully insured employ-
ers who agree to certain safeguards, which insurance brokers, 
employers, and some attorneys complain is an overly cautious 
approach that will ultimately stifl e competition and further 
escalate health costs.  The lack of health care data is limiting 
the abilit y of health care plans to negotiate more favorable 
premium rates, or to make the necessary analysis to determine 
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On The Front Lines

if self-insurance might be an appropriate alternative. This 
indicates a lack of understanding of the Securit y Rules. 

 The Securit y Rules are designed to provide a framework 
for how to safeguard PHI. Unfortunately, if experience with 
the Privacy Rules is instructive, the standards when fully 
implemented may become a barrier to relevant information. 
For example, with the Privacy Rules, claims information can 
generally be provided to larger employers who are more likely 
to be self-insured or, if fully insured, have suffi cient market 
power to gain the necessary information. Small employers, 
on the other hand, may be subject to communit y rating in 
the health insurance market due to state protective laws; 
specifi c group information in such a case is not relevant in 
setting premium levels. This leaves a large number of busi-
nesses without either market power or legal protection to 
have a limited amount of claims data available, thus reducing 
both necessary oversight and appropriate and accurate data 
that could be used to negotiate premiums with the insurer 
or to shop for quotes from other insurers. 

 It is clear that detailed claims experience is necessary to 
identify large individual claimants within a group, or those 
with high risk, either of which could result in dramatic in-
creases in premiums due to one insured who is an outlier. 
The data, if available, could be used to show, for example, 
that the claimant is no longer in the group or that the risk 
has been minimized due to such factors as new medication, 
a change in circumstances, or another accommodation pro-
vided in the workplace. 

 Overview of the Security Rules 
 The following is a brief overview of the Securit y Rules, 
intended to provide a general understanding of the most sig-
nifi cant provisions. This overview is not intended to address 
all of the issues, nor does it offer a step-by-step “how to” for 
compliance. Rather, it is simply a framework for understand-
ing the Securit y Rules, which will assist in understanding the 
upcoming compliance efforts. 

 The Securit y Rules begin with a requirement, from both 
a legal and practical viewpoint, that a risk analysis be con-
ducted. Specifi cally, the Securit y Rules require employers to 
“conduct an accurate and thorough assessment of the poten-
tial risks and vulnerabilities to the confi dentialit y, integrit y, 
and availabilit y of electronic protected health information 
held by the covered entit y.” Furthermore, the Securit y Rules 
direct affected employers to understand that “[t]he required 
risk analysis is also a tool to allow fl exibilit y for entities in 
meeting the requirements of this fi nal rule. . . .” 

 The Securit y Rules emphasize that risk assessments are to 
be ongoing, conducted frequently yet with minimal disruption 
to operations. Simply put, when the risk to an organization 
changes—for example, when there are changes in organization's 

operations and environment—a new risk assessment should 
be conducted. Accordingly, organizations must establish a risk 
assessment program and methodology that includes a regular 
review and immediate identifi cation of risks. The program 
must include follow-up risk assessments to ensure that changes 
to the organization are identifi ed along with any changes in 
the risk profi le of the organization. Of course, changes to 
software and/or hardware programs must be analyzed and 
assessed before fi nal implementation to assess whether there 
have been changes to the risk profi le, thus requiring securit y 
features. 

 Covered Entity 
 It is critical to understand when an entity will be subject to the 
Securit y Rules. As with the Privacy Rules, the Securit y Rules 
are applicable to all covered entities with respect to PHI.  

 A covered entit y is any health plan, health care clearing-
house, or health care provider that transmits any health in-
formation in electronic form in connection with a standard 
transaction. The Securit y Rules have a special application 
to two additional t ypes of entities: affi liated covered entities 
(ACE), and hybrid entities. Legally separate covered entities 
that are under common ownership or control may elect to 
be treated as ACEs for purposes of compliance with the 
Securit y Rules. 

 In addition to the ACE, the Securit y Rules have special 
application to hybrid entities and covered entities with mul-
tiple covered functions. A hybrid entit y is a covered entit y 
that performs both covered and non-covered functions and 
whose covered functions are not its primary functions. The 
hybrid entit y must designate and document which compo-
nent or components of its business would, if performed by 
a separate legal entit y, make that entit y a covered entit y. 
Only those portions of the hybrid entit y's business that 
coincide with a covered entit y's function would be subject 
to the Securit y Rules. The hybrid covered entit y is obligated 
to ensure that employees who perform functions for both 
the covered and uncovered portions of the hybrid entit y do 
not use or disclose PHI obtained while providing services to 
the covered portion of the hybrid entit y in a manner that 
is inconsistent with the Securit y Rules. 

 Protected Health Information 
 PHI is defi ned as “individually identifi able health informa-
tion” that is transmitted in electronic media, maintained in 
an electronic medium, or transmitted in any other form or 
medium. PHI, however, does not include certain educational 
records covered by the Family Educational Right and Privacy 
Act and certain other education-related documents. In order 
to eliminate confusion and ease implementation, the Securit y 
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Rules were written to complement the 
Privacy Rules. The Securit y Rules do not 
specifi cally address privacy but were draft-
ed to protect electronic protected health 
information (EPHI) from unauthorized 
access or modification. They define 
administrative, physical, and technical 
safeguards to protect the confi dentialit y, 
integrit y, and availabilit y of EPHI. 

 The Securit y Rules require covered 
entities to implement basic safeguards to 
protect EPHI from unauthorized access, 
alteration, deletion, and transmission. The 
Privacy Rules are different in that they set 
standards for how PHI should be controlled 
by defi ning the uses and disclosures that are 
authorized or required, and patients' rights 
with respect to their health information. 

 The Securit y Rules require protection 
of such information, but they only cover 
information that is in electronic form. 
Standards for the securit y of all health 
information or PHI in nonelectronic 
form may be proposed at a later date. 
Certain information, from which identi-
fi ers have been stripped, is not covered 
by the Securit y Rules. 

 Addressable 
Versus Mandatory 
Requirements 

 As noted above, HHS adopted both 
required and addressable implementa-
tion specifi cations when releasing the 
fi nal Securit y Rules. By way of back-
ground, HHS, in deciding what entities 
would have to accomplish in order to be 
compliant with HIPAA, set forth three 
principles: 

   The standards should be comprehen-
sive and coordinated to address all 
aspects of securit y; 
   The standards should be scalable so 
they can be effectively implemented 
by covered entities of all t ypes and 
sizes; and 
   The standards should not be linked to 
specifi c technologies, allowing covered 
entities to make use of future technol-
ogy advancements. 

  
 In the comment period following the 

release of the proposed securit y rules, 

HHS received many comments that the 
large number of required securit y stan-
dard implementations (69, to be exact) 
was too burdensome to be considered 
reasonable. Employers especially were 
concerned that compliance with the Se-
curit y Rules would become something 
akin to a separate line of business, requir-
ing many dedicated workers and full-time 
compliance efforts. 

 In response, HHS introduced the 
concept of addressable, or optional, 
implementation specifi cations to allow 
covered entities additional fl exibilit y in 
complying with the Security Rules. The 
fi nal Rules allow each covered entity to 
choose, based upon its own risk assess-
ment, which of the addressable standards 
should be met. According to HHS, when 
dealing with an addressable standard, each 
covered entity has the option to: 

   Implement one or more of the address-
able implementation specifi cations; 
   Implement one or more alternative 
securit y measures; 
   Implement a combination of both; or 
   Implement neither an addressable 
implementation specifi cation nor an 
alternative securit y measure. 

  
 The decision to implement addressable 

specifi cations may be made, according to 
HHS, based upon a number of factors, 
including but not limited to: 

   The entit y's risk analysis; 
   The entit y's risk mitigation strategy; 
   Consideration of the security measures 
already in place; and/or 
   The cost of implementation. 

  
 In its discussion of whether cost should 

be a primary factor, HHS specifi cally 
noted that cost may be used as a major 
or the sole factor in determining the 
scope of implementation of an address-
able specifi cation. Thus, implementation 
of the addressable specifi cations may boil 
down to a business decision.  

 A covered entit y must take the fol-
lowing into account when making its 
decision: 

   If a given addressable implementation 
specifi cation is determined to be rea-
sonable and appropriate, the covered 
entit y must implement it. This is a 

diffi cult standard for a covered entit y, 
as “reasonable and appropriate” could 
be considered in the eye of the entit y. 
With health care infl ation so rampant, 
any additional cost might not be con-
sidered “reasonable and appropriate” 
as it adds to the already unreasonable 
burden placed upon the plan sponsor 
and participant. A different, more ap-
propriate determination is whether the 
“reasonable and appropriate” standard 
is met in the context of not only health 
care costs, but also in the spirit of com-
pliance with the Securit y Rules.  
   If a given addressable implementation 
specifi cation is determined to be an 
inappropriate and/or unreasonable se-
curit y measure for the covered entit y, 
but the standard cannot be met with-
out implementation of an additional 
securit y safeguard, the covered entit y 
may implement an alternate measure 
that accomplishes the same end as the 
addressable implementation specifi ca-
tion.  Covered entities may not be fully 
familiar with alternatives initially, but 
consultants and experience will cer-
tainly give rise to alternate measures.   

 Standards 
 In all cases, the covered entit y must meet 
the standards set forth in the Securit y 
Rules. Covered entities must implement 
the required specifi cations; cutting back 
on the required specifi cations to save 
money or because the compliance offi cer 
believes the requirement is not necessary 
is simply not allowed.  The fi nal stan-
dards, however, are reasonable in light of 
what could have been required, and after 
initial compliance, employers will likely 
not feel a considerable negative impact. 
In fact, many employers may already have 
implemented standards that comply with 
the Securit y Rules, and simply have to 
document their existence in a more for-
mal process. 

 Enforcement 
 All the experts agree that HIPAA enforce-
ment—or the threat of it—is what will drive 
compliance. It is not enough to simply set 
forth a monetary penalt y for violating 
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HIPAA; there must be evidence of enforce-
ment to encourage entities to comply. 

 To that end, legislation authorizes the 
Secretary of HHS to impose civil monetary 
penalties, in an amount of not more than 
$100 per violation, not to exceed $25,000 
for all violations of the same provision in 
a calendar year, on any covered entity that 
violates any of the HIPAA provisions, in-
cluding the Security Rules. There are also a 
number of procedural requirements for the 
imposition of civil monetary penalties. 

 A caveat must be included with this 
discussion. The enforcement rules will 
not become relevant to covered entities 
unless there has been an alleged viola-
tion. Nevertheless, attorneys will fi nd 
these rules important. Since the rules are 
highly technical in nature, entities should 
always enlist counsel for assistance when 
dealing with enforcement proceedings. 

 Framework for 
Penalties 
 To provide a procedural framework for 
levying civil monetary penalties, on April 
17, 2003, HHS published its interim 
fi nal rule governing the investigation, 
adjudication, and imposition of civil 
monetary penalties for violations of any 
of the HIPAA provisions (the “Interim 
Rule”). Entitled “Civil Monetary Penalties: 
Procedures for Investigations, Imposition 
of Penalties, and Hearings,” the Interim 
Rule is the fi rst installment of the HIPAA 
“Enforcement Rule.” When issued in fi nal 
form, the Enforcement Rule will outline 
comprehensive procedural and substantive 
requirements relating to the imposition of 
civil monetary penalties on any covered 
entity that violates the HIPAA Adminis-
trative Simplifi cation provisions. 

 Many believe that the enforcement In-
terim Rule relates only to Privacy. That 
is only true for a short while longer, as 
the Securit y Rules are not yet enforceable; 
however, it is advisable to read the Interim 
Rule in the context of the Securit y Rules 
and comment accordingly, as the same 
framework enunciated in the Interim Rule 
will eventually be applicable. 

 The Interim Rule contains the fi rst itera-
tion of the procedural framework for en-
forcement. The provisions of the Interim 

Rule became effective on May 19, 2003, 
and expire on September 16, 2004. Al-
though the procedural rules contained in 
the Interim Rule are technically exempted 
from the notice-and-comment rulemaking 
procedures, HHS allowed comments on 
the Interim Rule through June 16, 2003, 
and may revise certain of the procedures 
contained in the Interim Rule by its Sep-
tember 16, 2004 expiration date. 

 HHS's General 
Approach to 
Enforcement 
 In publishing the Interim Rule, HHS 
reiterated its intent to seek voluntary 
compliance with the HIPAA provisions. 
Consistent with the requirements of 
HIPAA, HHS, through the Offi ce of 
Civil Rights (OCR) and the Centers for 
Medicare and Medicaid Services (CMS), 
intends to seek cooperation of covered 
entities with meeting the HIPAA require-
ments to the extent practicable, and has 
the authorit y to provide technical assis-
tance to help covered entities come into 
voluntary compliance. Enforcement will 
primarily be a complaint-driven process, 
and will include progressive steps that 
provide a covered entit y with an oppor-
tunit y to demonstrate compliance or to 
submit a corrective action plan. 

 Knowing that voluntary compliance is 
a goal and not a realit y, HHS has taken 
a number of steps. First, it has stated that 
it intends to assist covered entities with 
compliance. At the same time, effective 
May 19, 2003, HHS has established a 
procedure by which civil monetary pen-
alties may be imposed in the event they 
become a necessary enforcement tool. 

 Provisions of the 
Interim Rule 
 The provisions contained in the Interim 
Rule may be broken down into three sub-
sections: (1) the investigation provisions, 
(2) the civil monetary penalty provisions, 
and (3) the administrative hearing provi-
sions. Taken together, these three subsec-
tions lay a foundation for the imposition 
of civil monetary penalties based upon a 
violation of the HIPAA provisions. 

 These are the technical portions of the 
rules that will be of more interest counsel 
rather than the covered entity. Some issues 
may come to the attention of the covered 
entit y immediately, for example, in the 
event it is served with an investigational 
subpoena. It cannot be stressed enough 
that counsel should be immediately en-
listed for assistance. At the same time, 
compliance is always an appropriate start-
ing point in order to answer the questions 
“why should we” or “what if we don't?”  

 Conclusion 
 With only two full quarters left before 
implementation date, covered entities 
must begin their Securit y Rules compli-
ance effort immediately. Those that have 
already begun compliance efforts already 
know full well that this is an effort not to 
be taken lightly ... or too late. ■ 

  Harris Beach, LLP, is a top 250 law fi rm with of-

fi ces throughout the Northeast. Since its founding in 

1856, it has provided wide range of legal services for a 

broad-based clientele. Harris Beach's Health Services 

Department has been at the forefront of structural 

changes in the rapidly evolving health care industry. 

Harris Beach attorneys counsel a wide variety of insti-

tutional and individual health care providers, multi-pro-

vider organizations, managed care organizations and 

insurers, and have substantial experience in integrated 

delivery systems and managed care products. Harris 

Beach's health services include mergers, acquisitions, 

affi liations, and reorganizations; general corporate; 

antitrust; regulatory compliance; operations' medical 

malpractice defense and risk management advice; 

labor and employment issues; third party reimburse-

ment; fi nancing services; tax, pensions, and employee 

benefi ts; and real estate and environmental issues. 

They regularly provide compliance advice regarding 

the privacy and security provisions of Health Insurance 

Portability and Accountability Act of 1996 (HIPAA) to a 

wide range of clients, including skilled nursing facilities, 

physician groups, large corporations and free-standing 

surgical centers. Their attorneys prepare consents and 

authorizations, modify business associate contracts 

and agreements, and perform structural and organiza-

tional evaluations for organized health care operations 

to achieve and maintain HIPAA compliance.    

Harris Beach authored the CCH HIPAA Privacy Guide, 

CCH HIPAA Security Guide, and CCH HIPAA Guide for 

Employers. For information on ordering these Guides, 

call 1-800- 449-9525.
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 GAO, OIG evaluate 
fraud oversight 
  by  Michelle L. Oxman, JD , 
Contributing Editor  

 CMS's oversight of states' Medicaid fraud 
control units does not examine the ef-
fectiveness of these programs, and its 
allocation of resources to oversight “may 
be disproportionately small” in light of the 
risks, according to a recent Government 
Accountability Offi ce (GAO) report. The 
GAO report was published on the heels of 
an annual report issued by the Offi ce of In-
spector General (OIG) lauding the efforts 
of state Medicaid Fraud Control Units 
(MFCUs). Collectively, state MFCUs 
claimed total recoveries of more than $268 
million in fi scal year 2003 from court-or-
dered restitutions, fi nes, settlements, and 
penalties. A total of 1,096 convictions were 
also obtained in that period.  

  Fraudulent billing and upcoding 
common.  Both agencies surveyed U.S. 
states and territories about their fraud 
control and program integrit y efforts. 
Forty-seven states completed the GAO's 
inventory. The OIG's report covered the 
participants in its MFCU grant program, 
which included 47 states and the District 
of Columbia. The OIG's report describes 
various state efforts to combat fraud and 
abuse, concentrating on anecdotal reports 
of success but not naming perpetrators 
of fraud. The OIG included but did not 
discuss a table that shows that 21 states 
did not recoup the amount of their fraud-
control grants in fi scal 2003.  

 Both reports discussed the most com-
mon forms of Medicaid fraud and abuse. 
Providers of all t ypes billed for services 
that were never provided and upcoded 
to more expensive procedures. Some 
medical centers and nursing homes 
billed the government for ser vices 
performed by unlicensed or unquali-
fi ed staff as if they had been performed 

properly. One laboratory provided free 
enteral feeding pumps as marketing in-
centives to providers and suppliers and 
advised them to bill both Medicare and 
Medicaid for the equipment. 

  Enrollment controls, new tech-
nology effective.  The GAO found that 
states that reported enrollment controls 
such as on-site inspections, criminal 
background checks and time-limited en-
rollment reduced improper payments. 
Cancellation or suspension of inactive 
provider billing numbers prevented 
fraudulent use of those numbers. The 
GAO also found that requiring a suret y 
bond helped reduce fi nancial loss. Some 

states used these techniques with all pro-
viders and suppliers; others used them 
only with those considered high risk. 

 Many states used new technology to 
scrutinize claims for patterns of suspicious 
behavior. The use of formularies and menu-
driven pre-authorization systems helped 
to prevent abusive prescription practices. 
Integrated databases of providers, claims 
and benefi ciaries revealed that some prac-
titioners billed twice for the same services 
or billed for more services than were pos-
sible in one day. Mining data for utilization 
patterns and comparing providers within 
specialties helped officials distinguish 
between typical and aberrant patterns. 
CMS's pilot program combining Medicare 
and Medicaid databases was estimated to 
have achieved a 21 to 1 return on invest-
ment in its fi rst year in California, about 
$58 million in recouped overpayments, 
costs avoided and savings. 

  Other CMS Practices.  CMS's 
primar y means of oversight of state 
program integrit y work is on-site com-
pliance reviews. The GAO found that 
because of resource limitations, CMS 
had reviewed only 29 state programs 
between 2000 and 2003 and planned 
to review about 8 states per year in the 
future. CMS had allocated eight full-
time staff and $26,000 for expenses for 
the 2004 national oversight effort, a 
decrease from $80,000 in fi scal 2002. 
The current level of spending allows 
CMS to review each state's activities 
every six years. With federal Medicaid 
expenditures of $139 billion in 2002, 
there is a great risk of serious fi nancial 
loss and the current level of oversight is 
insuffi cient, according to the GAO.  

 Although CMS claimed that its in-
creased fi nancial management staff will 
better address fraud in state programs, 
the GAO concluded that this response is 
inadequate. In February 2002, the GAO 
reported that CMS's on-site reviews did 
not evaluate the effectiveness of state fraud 
and abuse programs. According to the 
GAO report, there has been no change. 

 State MFCU performance is evalu-
ated by the OIG against t welve set 
standards. Units must: (1) conform to 
all applicable statutes and regulations; 
(2) employ suffi cient professional staff, 
including attorneys, auditors, and in-
vestigators; (3) establish policies and 
procedures; (4) maintain adequate 
workloads; (5) cover all provider t ypes 
in case mixes; (6) close cases in reason-
able time periods; (7) monitor case 
outcomes; (8) cooperate with federal 
fraud authorities; (9) make recommen-
dations to state government; (10) review 
memoranda of understanding with state 
Medicaid agencies; (11) exercise proper 
control over resources; and (12) main-
tain training plans. ■  
   CCH Chicago Bureau , August 27, 2004  

Fraud & Abuse

“Providers of all types 
billed for services that 
were never provided 
and upcoded to more 
expensive procedures.”


