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     CMS posts FAQs on 
HIPAA Security Rule 
  by Sheila Lynch-Afryl, JD, Contributing Editor  

 CMS, which is in charge of enforcing the Health Insurance Portabilit y and Ac-
countabilit y Act of 1996 (HIPAA) Securit y Rule, posted fi ve new frequently asked 
questions (FAQs) to its web site concerning securit y incidents, risk analysis, and 
user IDs. 

  Security incident.  A covered entit y must implement policies to address, 
identify, and respond to suspected or known securit y incidents, which include 
the attempted or successful unauthorized access, use, disclosure, modifi cation, 
or destruction of information or interference with system operations in an 
information system. 

 In order to maintain a fl exible and technologically neutral approach to the Securit y 
Rule, no single method has been identifi ed for addressing securit y incidents that will 
apply to all covered entities. In addressing the securit y incident procedures standard, 
however, a covered entit y may consider some of the following questions: 

   what specifi c actions would be considered securit y incidents; 
   how will incidents be documented and reported; 
   what information should be contained in the documentation; 
   how often and to whom should incidents be reported; 
   what are the appropriate responses to certain incidents; and 
   whether identifying patterns of attempted securit y incidents is reasonable 
and appropriate. 
  
  Business associate reporting of security incidents.  Even though a busi-

ness associate may not be a HIPAA covered entit y subject to the HIPAA Securit y 
Rule, its business associate contract may still obligate the associate to report securit y 
incidents to the covered entit y. The covered entit y and business associate must 
document the specifi cs of the reporting requirements in the contract, including the 
frequency, level of detail, format and other relevant considerations (e.g., in aggregate 
or per incident, weekly or monthly). 

  Reporting security incidents to a group health plan.  Similarly, although a 
plan sponsor may not be a HIPAA covered entit y, it would nevertheless be required, 
through its plan documents, to report securit y incidents to the group health plan. 
The plan documents could serve as the vehicle to establish a group health plan’s 
specifi c reporting requirements and should be developed to meet the group health 
plan’s specifi c needs. 

  Risk analysis.  The risk analysis process identifi es potential securit y risks to 
electronic protected health information (EPHI). The National Institute for Stan-
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dards and Technology, which provides 
information securit y guidance materials 
for federal agencies, categorized threats 
into three common categories: human, 
natural, and environmental. An example 
of a natural threat is the occurrence of an 
avalanche. An organization must assess 
the likelihood that a given threat will 
occur and develop a strategy to manage 
the threat. 

  User IDs.  The Securit y Rule prohib-
its a covered entit y from assigning the 
same log-on ID or user ID to multiple 
employees. Under the HIPAA Secu-
rit y Rule, covered entities, regardless 
of their size, are required to assign a 
unique name and/or number for iden-
tif ying and tracking user identit y. A 
“user” is defi ned as a “person or entit y 
with authorized access.” Accordingly, 
the Securit y Rule requires covered 
ent it ies to assign a unique name 
and/or number to each employee or 
workforce member who uses a system 
that maintains EPHI so that the entit y 
can identify and track which users are 
accessing the system.  ■
  CCH Chicago Bureau, May 5, 2005  

 Practical implications 
of HIPAA Security Rule 
  by Catherine Hubbard, MA, 
Contributing Editor  

 Healt h care organizat ions should 
conduct a thorough risk analysis of 
computer systems and physical settings 
to assure patients' electronic protected 
health information (EPHI) is secure 
and in compliance with the Health 
Insurance Por tabilit y and Account-
abilit y Act of 1996 (HIPAA) Securit y 
Rule, according to Pat ricia Markus, 
a partner in Smith Moore's Raleigh, 
N.C. off ice. During a recent audio 
conference sponsored by the Ameri-
can Health Information Management 
Association (AHIMA), she suggested 
that organizations rank and prioritize 
threats based on two factors: (1) previ-
ous securit y incidents and (2) potential 
securit y incidents. 

 “Reduce risks and vulnerabilities to 
a reasonable and appropriate level with 

safeguards and fi xes that prevent, deter, 
contain, detect and offset risks,” Markus 
suggested. One way to reduce risk is to 
eliminate electronic transmission in non-
critical areas, she added. 

 Risk management is an ongoing pro-
cess that requires periodic monitoring, 
she stressed. Periodic reviews should 
include new hardware or software, a new 
service provided, or a new wing added to 
the health care organization. 

 Health care organizations should also 
have a regular auditing and monitoring 
system in place. A reporting system 
for violations that allows employees to 
report suspicious conduct anonymously 
should be implemented. “It is impor-
tant to have a system in place so that 
when someone sees conduct that is 
suspicious, they know who to report it 
to and can do it anonymously without 
retaliation,” she said. 

  Educating employees.  Markus 
recommended training personnel in 
the health care organization as to basic 
securit y measures, such as establishing 
secure log-ins and passwords to develop 
a culture in which EPHI is protected. 
Managers and boards should act as 
role models, she emphasized. “They 
also need to be accountable,” she said. 
Health care organizations should protect 
EPHI from improper modifi cation or 
destruction, said Marcus. These organi-
zations should also implement a system 
to verify the identities of people and 
entities seeking access to EPHI, with a 
focus on preventing the transmission of 
EPHI via the Internet. 

  Scalability.  All covered entities must 
comply with the rule, but safeguards may 
vary, Markus said, noting that the rule is 
technology neutral. “You do not have to 
implement specifi c securit y technology,” 
Markus explained. 

 Moreover, the Securit y Rule is in-
tended to be scalable. “The safeguards 
you implement will vary depending on 
the size of your organization and the 
amount of personnel and resources,” she 
said. She added that a program needs to 
protect the securit y of both EPHI and 
PHI that is on paper. 

  Backup plan.  Health care organi-
zations should take preventative safe-

guards and fi xes including establishing 
fi rewalls, controlling modems, backing 
up data and establishing a system for 
recovering data in an emergency. To 
deter, detect and offset risks, health care 
organizations should establish policies 
and procedures, train employees, create 
audit trails, form a contingency plan and 
purchase insurance. 

 The main securit y risks are loss or 
corruption of EPHI due to a disaster or 
a hacker, temporary loss or unavailabil-
it y of records due to a system crash or 
power outage, unauthorized access to or 
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disclosure of EPHI and loss of physical 
assets, said Markus. “Have systems in 
place so that you can continue to oper-
ate,” she suggested.  ■
  CCH Washington D.C. Bureau, May 5, 2005  

 Enforcing HIPAA 
administrative 
simplifi cation 
  by Catherine Hubbard, MA, 
Contributing Editor  

 Even though the new HIPAA Enforce-
ment Rule is not fi nal, it is not too soon 
to prepare by becoming familiar with 
some important changes, many of which 
expand the rule’s scope. 

 In fact, the proposed new rule refers 
to procedural inadequacies and quirks 
that may be useful to know when argu-
ing matters heard under the old rule, 
said Marc Goldstone, a partner with 
Hoagland, Longo, Moran, Dunst and 
Doukas, New Brunswick, N.J. during a 
May 6 American Health Lawyers Associa-
tion audio conference. 

 Still, the old HIPAA Enforcement 
Rule, which sunsets in September 2005, 
is the one to follow, Goldstone empha-
sized. “The new rule is not a new rule 
yet,” he said. “Until the new rule is 
published for fi nal adoption, the old rule 
is still good law,” he said. Comments on 
the proposed new rule are due June 17, 
he noted. 

 One of the key changes is that the 
proposed rule would broaden the defi -
nition of “persons” subject to the en-
forcement rule to include those defi ned 
as “a natural person, trust or estate, 
partnership, corporation, professional 
association or corporation, or other 
entit y, public or private,” Goldstone 
said. The interim fi nal rule, in contrast, 
defi ned a “person” as “a natural or 
legal person.” 

 Goldstone highlighted several other 
changes to expect. For instance, the pro-
posed rule states that a violation occurs 
when a covered entit y fails to take an 
action required by a HIPAA rule as well 
as when a covered entit y takes an action 
prohibited by a HIPAA rule. Likewise, 
voluntar y compliance enforcement, 

originally applicable only to privacy rules, 
is not proposed to apply to all HIPAA 
rules, he said. 

 In addition, under the new proposed 
rule: 

   Administrative simplifi cation is de-
fi ned as any requirement or prohibi-
tion established by the HIPAA provi-
sions or rules. “They can now enforce 
penalties against almost anything that 
is found in the rule,” including techni-
cal violations and substantive viola-
tions, both material and immaterial, 
Goldstone said. 
   HHS may use testimony and other 
evidence obtained in an investigational 
inquiry in any of its activities, yet PHI 
may be disclosed only if necessary. In 
addition, the secretary is required to 
impose civil monetary penalties if he or 
she discovers a violation of a rule.  
   The new rule clarif ies t ranscript 
procedures and states that a witness’s 
right to retain a copy of the transcript 
of his or her testimony may be limited 
for good cause. If access is limited, 
then the witness may inspect the 
transcript and propose corrections. 
“If the record is incorrect, it is impor-
tant to be able to get it corrected,” 
Goldstone emphasized.  
   Penalties would be public. When a 
penalt y proposed by the secretar y 
becomes fi nal, the secretary notifi es 

certain state and local agencies, plus 
the public. “I personally am uncom-
fortable with that,” said Goldstone. 
“Once it is published, it's out there,” 
he said. There are no standards con-
cerning the content of the notice, its 
distribution, or the length of time 
a notice may remain in the public 
domain. Seeing that a penalt y was 
issued without contextual material 
may convey an image to the public 
that the entit y has serious privacy 
or securit y issues, when the problem 
may have been with a single “bad ac-
tor” employee, and the problem has 
been cured. 
   A respondent would bear the burden 
of proof with respect to any affi rmative 
defense or any challenge to a proposed 
penalt y. 
   There would be no mandatory fee cap 
on the respondent’s attorney’s fees. 
  
 In addition, Goldstone said he is 

concerned that rules of evidence in the 
enforcement process under this proposal 
are not harmonious with state court 
rules, adding that respondents may 
have to limit their case presentations at 
HHS as a tool to control their risk of 
state-court liabilit y. “This may adversely 
affect their abilit y to defend the Federal 
charges,” he said. 

continued on page 7
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 Working without a net: Ethical considerations 
for in-house counsel in the investigation process 
  By William W. Horton  

  In the aftermath of the corporate crises that began with the collapse of the Enron 
Corporation and led to the adoption of the Sarbanes-Oxley Act of 2002, 1  there 
is a new spotlight on the role of in-house and outside lawyers. This spotlight is 
focused on the roles of such lawyers not only in the corporate response to those 
crises but also in the events that led up to them, and has resulted in both sharp 
criticism and potential civil and criminal liability for lawyers. 
   In the highly complex regulatory and business environment in which health-
care enterprises operate, where there are often signifi cant tensions between legal 
requirements and business strategies and where the penalties for crossing some-
times murky lines may be enormous, this new scrutiny poses new challenges for 
in-house counsel, as well as creating new dynamics for the interaction between 
inside counsel and outside counsel. This article will provide a brief overview of 
some legal and ethical issues for in-house counsel that arise when their clients 
come under investigation. 
 

 I. Evolving Legal and Ethical 
Responsibilities of Counsel 
with “Bad Information” 
 In each new corporate scandal, questions have been raised 
concerning the role of lawyers in the underlying events and 
on (i) how lawyers fulfi ll their duties to their organizational 
clients and (ii) what, if any, duties lawyers have to non-cli-
ents, including investors, regulators and the general public. 
These questions are, perhaps, most pointed in the in-house 
setting, where the in-house counsel’s scope of organizational 
knowledge may make it more likely that counsel will become 
aware of potential wrongdoing, where those potentially in-
volved may be close co-workers and “internal clients,” and 
where the lawyer’s own actions may invite intense personal 
scrutiny. In-house counsel must understand, before the crisis 
emerges, what legal and ethical responsibilities they have in 
investigating and responding to potential charges of organi-
zational wrongdoing. 

 A. Rights and Responsibilities 
under the Model Rules 

 In August 2003, the American Bar Association adopted signifi -
cant amendments to Rules 1.6 and 1.13 of the Model Rules 
of Professional Conduct. 2  As amended, Model Rule 1.6- the 
general rule governing confi dentialit y of information relating 
to the representation of a client- provides for the fi rst time that 
an attorney may reveal client confi dences without the client’s 

consent (i) to prevent the client from committing a crime or 
fraud that is reasonably certain to result in substantial injury 
to the fi nancial interests or property of another and (ii) to 
prevent, mitigate or rectify such an injury resulting from a 
client’s crime or fraud. 3  These amendments are permissive in 
nature, and only apply when the client has used or is using the 
attorney’s services in furtherance of the crime or fraud. 

 Model Rule 1.13 is the general rule relating to the repre-
sentation of organizational clients. Under the amended rule, 
where an attorney representing an organization knows that 
an employee or agent of the organization is acting, intends to 
act or refuses to act in a matter related to the representation 
that is (i) a violation of a legal obligation to the organization, 
or a violation of law that reasonably might be imputed to the 
organization, and (ii) likely to result in substantial injury to the 
organization, then the lawyer must proceed as is reasonably 
necessary in the best interest of the organization. Unless the 
lawyer reasonably believes that it is not necessary, the lawyer 
must refer the matter to “higher authority in the organization,” 
including, if necessary, “to the highest authority that can act on 
behalf of the organization as determined by applicable law. 4 ” 

 B. Rights and Responsibilities under the 
SEC “Attorney Conduct” Rules 

 In January 2003, the Securities and Exchange Commission 
(SEC) issued rules under Section 307 of the Sarbanes-Oxley 
Act 6  establishing minimum standards of professional conduct 
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for attorneys “appearing and practicing before” the SEC in 
the representation of issuers. 7  These complex and controver-
sial rules require any such attorney who becomes aware of 
“evidence of a material violation”of federal or state law (or 
of a material breach of fi duciary duty) that has occurred, is 
occurring or is about to occur to report such evidence to the 
issuer’s chief legal offi cer (or to its CLO and chief executive 
offi cer) “forthwith.” If the reporting attorney does not receive 
an “appropriate response” within a reasonable time (or if the 
reporting attorney reasonably believes that reporting such 
evidence to the CLO and CEO would be futile), the report-
ing attorney must report the evidence to the audit committee, 
another committee of non-employee directors, or the full 
board. 8  The rules further provide that, in certain circum-
stances, the attorney may reveal confi dential information to 
the SEC, without the issuer’s consent, to prevent or rectify 
the consequences of such a material violation. 9  

 The SEC rules only apply to attorneys appearing and 
practicing before the SEC in the representation of an issuer 
of publicly registered securities, and will therefore have no 
direct impact on private or nonprofi t healthcare organizations. 
However, the concepts underlying them will likely infl uence 
perceptions as to how lawyers faced with potential corporate 
wrongdoing should behave, and even organizations not 
covered by the SEC rules may prudently consider adopting 
some type of formalized “reporting up” policy for counsel as a 
strategy to enhance corporate governance and compliance. 

 C. Rights and Responsibilities 
in the Court of Public Opinion  

 Of course, the Model Rules are only applicable if and when 
they are adopted by particular states, and the SEC rules do 
not apply to most healthcare organizations. However, when a 
corporate crisis emerges, the organization’s lawyers are increas-
ingly going to be judged based on evolving standards arising in 
light of the recent scandals. It is an imprudent in-house lawyer 
who assumes that he or she does not risk, at a minimum, a 
career-limiting decision by not being cognizant of the changing 
environment evidenced by the Model Rules amendments and 
the new and proposed SEC rules, even where they are not 
directly applicable. At the same time, in-house counsel must 
know and comply with the actual ethical and legal rules that 
apply to them in their particular practice setting and jurisdic-
tion, notwithstanding prevailing policy considerations. 

 II. Key Considerations 
Before the Crisis Develops 

 Obviously, the best way to mitigate the effects of a crisis 
is to take steps well in advance to minimize the risk that 

a crisis will develop and to attempt to ensure that, if a 
crisis nonetheless emerges, the organization will be in the 
best position to discover the relevant facts quickly and 
respond to them at an early stage. This process should 
include establishing systems and lines of communication 
designed to reduce the risk that the organization’s lawyers 
are put in a position that will require them to make an 
under-the-gun decision as to whether their professional 
responsibilities require such drastic steps as withdrawal, 
resignation or external disclosure. As part of this process, 
organizations should ensure regular communications be-
tween the general counsel and the board on matters of 
legal concern. In addition, organizations should focus on 
relationships within the legal department, between the 
legal department and the business people, and between 
inside and outside counsel. 

 A. Internal Relationships 
 1.  Within the Legal Department  
 In a multi-lawyer legal department, the new environment 
makes it absolutely critical that the general counsel establish 
and maintain a policy whereby other lawyers in the depart-
ment are encouraged and expected to bring material issues of 
concern to the general counsel. Whether the process is formal 
or informal, the general counsel must ensure that everyone in 
the reporting chain knows that they are expected to raise any 
issues that suggest potential violations by the organization or 
its agents and that such issues will be reviewed, investigated 
and addressed as necessary. Whatever the organizational 
structure, the key is to spread the message that up-the-ladder 
airing of issues within the department is not only welcome, 
but part of the job. 

 2.  Within the Rest of the Organization  
 Just as important, in-house lawyers must maintain open 
communications with their business clients and make 
a genuine effort to stay informed of the business issues 
that they face and the goals they seek to achieve. The 
perpetual curse of the in-house lawyer is to be viewed as 
a “deal-killer,” and the perpetual reaction of a business 
client faced with a deal-killer is to deprive the deal-killer 
of necessary information. 

 This attitude is extraordinarily dangerous in a healthcare 
organization, where many of the most economically compel-
ling business strategies may run afoul of a wide variet y of 
laws. In order to combat this attitude, and to obtain the 
information necessary to provide management personnel 
with appropriate guidance to prevent them from inadver-
tently stepping over the line, in-house counsel must build 
a relationship of trust and confi dence with their business 
clients. Therefore, in-house lawyers should make it a prior-
it y to seek out time with their key internal clients in order 
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to be fully informed about their needs and concerns, and to 
try to provide the advice necessary to help them structure 
their arrangements in compliance with applicable laws. Devel-
oping these relationships will reduce the likelihood that the 
lawyer will have to confront any reporting up or reporting 
out decisions in a crisis, because the issues at the heart of 
the crisis will already have begun to be addressed. 

 B. Relationships between 
Inside and Outside Counsel 

 The organization’s general counsel should review all counsel 
relationships and ensure that all outside counsel, whether 
reporting directly to the legal department or elsewhere in the 
organization, are made aware that the general counsel or other 
designated senior internal lawyers want and expect outside 
counsel to raise with them any concerns they may have about 
potential violations of the law or other compliance issues. The 
nature of these communications will depend on the specifi cs 
of the organization and the work assigned to outside counsel. 
However, all outside counsel serving the organization must 
understand that they have the opportunit y and the responsibil-
it y to communicate material legal concerns to senior internal 
lawyers so that they can be addressed within the organization 
at an early stage. 

 III. When the Crisis Happens Anyway 
 Despite all enlightened precautionary steps, in-house counsel 
may still fi nd themselves in the midst of a crisis. When that 
happens, internal counsel’s ethical and professional responsi-
bilities will be heightened, because the opportunit y to rectify 
mistakes will be signifi cantly lessened. Furthermore, if the crisis 
involves an alleged violation of laws by the organization or its 
agents, prior acts and advice of internal counsel may come under 
scrutiny, and such counsel will want to ensure that they avoid 
any activities that may be perceived as hindering or obstructing 
any investigations. 

 A. Engaging Appropriate Outside Help 
 While internal counsel will have a major role in the 
response to most legal-related crises, it is unlikely that 
internal counsel will, or should, want to go it alone. Time 
and resource limitations will make it difficult for internal 
counsel to fulfill their regular duties and respond to the 
demands of the crisis. Further, where the crisis involves 
governmental and law enforcement agencies, it is highly 
advisable to bring in outside counsel who have appropriate 
relationships with the relevant entities and are experienced 
in dealing with them in crisis mode. In a corporate crisis, 
there is limited opportunit y to recover from strategic mis-
steps and inadvertent errors (for example, in responding to 
the extensive document requests that invariably accompany 
an investigation). Counsel experienced in such situations 
are invaluable team members. 

 Of course, senior internal lawyers should play a key role in 
coordinating the effort, ensuring that the efforts of outside law-
yers are appropriately directed and facilitated and maintaining 
the fl ow of communication with management and the board. 
However, as a matter of both effective crisis response and pro-
fessional responsibilit y obligations to the organization, internal 
counsel will normally want to ensure that appropriate outside 
professionals are associated early. 

 B. The Challenge of Multiplicity 
 In addition to counsel for the organization itself, some t ypes of 
corporate crises will involve a variet y of other outside lawyers. 
In a major crisis potentially implicating senior management, 
the board of directors, the outside directors, the audit commit-
tee, etc., may feel the need to bring in their own independent 
counsel. The general counsel should be prepared to advise 
directors on such action and to work cooperatively with any 
separate independent counsel that are retained. 

 Where individual corporate employees are potentially 
involved (and especially where they have been identifi ed as 
targets of the investigation), it may be necessary for them to 
engage separate counsel. In such a case, it will be necessary to 
review applicable law, the organization’s governing documents, 
applicable employment and indemnifi cation agreements, and 
any other established corporate policies to determine whether 
the organization may, or is required to, cover the costs of such 
counsel. Because the affected employees are likely to be persons 
with whom internal counsel has a working and/or reporting 
relationship, it is highly advisable for internal counsel to seek 
outside counsel’s assistance in evaluating these issues and 
making recommendations to the board. Similarly, outside 
counsel can play a key role when the organization is pres-
sured to disregard potential indemnifi cation and advancement 
obligations for fear of antagonizing prosecutors or incurring 
negative public perceptions of “supporting the bad guys.” Such 
involvement of outside counsel will help internal counsel avoid 
any perception of undue self-interest in these decisions. 

 C. The “Unfortunate Discovery” 
 At the beginning of an investigation, counsel may reasonably 
believe that the investigators have the facts wrong and/or that 
there are colorable defenses to the claims. At some point, how-
ever, there may be the unpleasant discovery of really bad facts 
– the smoking gun e-mail, the memo from senior management 
apparently sanctioning a violation of the law, the lower-level 
employee who claims to have been directed to commit a fraud. 
What then becomes the professional responsibilit y of the 
internal lawyer, and what role should outside counsel play? 

 Internal counsel faced with such disturbing information 
should fi rst investigate and evaluate it in a reasonable and 
appropriate manner, taking into account all available relevant 
information and its impact on the organization’s legal position. If 
the matter is serious, internal counsel will likely fi nd it prudent 
to involve outside counsel, both for the benefi t of additional 
analysis and to avoid any perceived confl icts of interest. 

On the Front Lines (cont.)
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 If the results of such evaluation indicate that agents of 
the organization have engaged in illegal behavior, internal 
counsel (with or without the assistance of outside counsel) 
will normally want to address the matters with the individual 
agents involved and encourage them to take appropriate re-
medial steps, including bringing the matter to the attention 
of their own superiors. 

 Where that approach has been ineffective, or where 
the lawyer reasonably believes it would be futile or inap-
propriate, the lawyer should proceed up the ladder to 
bring the matter to the attention of appropriate levels of 
senior management, and, if necessary, the board of direc-
tors. This does not mean that the lawyer should always 
assume the role of fi nal arbiter of what the organization’s 
appropriate response should be. The questions of whether 
an organization’s agents have violated the law and of what 
the organization’s response should be are frequently not 
black-and-white, especially in the world of healthcare 
law. The lawyer’s dut y is to advise management and the 
board of the legal issues involved so that they can make 
an informed decision on how to respond to them. Absent 
unusual circumstances, the lawyer’s duties do not extend 
to “overruling” valid, informed decisions made by the 
organization’s management and board. The involvement 
of outside counsel can help ensure that those in the up-
the-ladder chain are fully informed of the issues and have 
an appropriate basis for their decisions. 

 Finally, what if the organization persists in a course of 
action that internal counsel believes constitutes (or con-
tinues, or covers up) a violation of the law even after up-
the-ladder reporting? At the moment, neither the Model 
Rules nor the SEC rules require disclosure outside the 
organization, nor do most currently existing state ethics 
rules. However, the lawyer cannot knowingly aid or abet 
violations of the law by the organization, and a lawyer who 
knows of such violations must carefully consider his or her 
rights or obligations under specifi cally applicable laws and 
ethical rules and take such steps as he or she reasonably 
believes are in the best interests of the organization. While 
the lawyer’s rights and obligations in such a situation are 
highly fact-dependent, any lawyer facing such a situation 
must be prepared to make, and justif y, diffi cult decisions 
or face substantial potential personal exposure. Indeed, 
inside counsel may well benefi t from consulting with his 
or her own “lawyer’s lawyer” to help ensure compliance 
with such counsel’s duties. 

 IV. Conclusion: 
“Let's Be Careful Out There” 10  

 In the past, many lawyers may have assumed that if they were 
reasonable and cautious in the advice they rendered and the ser-
vices they provided, they were relatively insulated from scrutiny 
and potential liabilit y even if their clients committed wrongdoing. 
With today’s heightened focus on corporate responsibilit y, that 
notion, if it was ever valid, can now only be regarded as providing 
a sense of false securit y. Lawyers simply cannot afford to ignore the 
concerns underlying the new focus on lawyers as “gatekeepers” for 
their clients, even where those concerns are not entirely consistent 
with applicable professional responsibilit y rules. 

 This is particularly true for in-house counsel. There is a grow-
ing sense in many quarters that in-house counsel have some 
generalized oversight responsibilit y in their organizations that 
causes them to be, at some level, responsible for any failure 
to detect and remedy wrongdoing within those organizations, 
however it may arise. Thus, it is critical for in-house lawyers to 
stay abreast of the current general developments in professional 
responsibilit y and to stay informed of the particular legal require-
ments and ethical rules applicable to their particular practice 
setting and jurisdiction. 

 As discussed above, outside counsel can provide useful assis-
tance in this endeavor in several ways. Thus, as with so much of 
the in-house practice, professional responsibilit y is an area where 
informed teamwork between inside and outside counsel can avoid 
or mitigate much trouble. 
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On the Front Lines (cont.)

HIPAA (cont.)
  Rapid response.  Gordon Apple, 

of the Law Offi ces of Gordon J. Apple 
PC, Saint Paul, Minn., noted that 
complaints must be fi led within 180 
days of when the complainant knew or 

should have known the act or omission 
occurred. The good news, he said, is the 
entit y can fi nd out about the problem 
and “fi x things right away.” Yet with the 
HIPAA process moving so quickly, he 

said, “There is a potential you'll have to 
deal with a record.” Almost all investi-
gations will start from a compliant, he 
said, with the remainder resulting from 
compliance reviews.  
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HIPAA Security Guide
One of the most important facets of healthcare compliance is the challenge of being compliant with the Health 
Insurance Portabilit y and Accountabilit y Act (HIPAA).  CCH’s HIPAA Security Guide is designed to be an 
expert yet straightforward resource to help you meet the HIPAA compliance challenge.

Electronic forms and news updates available over the internet
The HIPAA Security Guide is not limited to print only, but delivers the power of an online research tool 
as well. It delivers current HIPAA news and updates while the online research tool provides forms to assist 
in developing policies and procedures, targeted for HIPAA compliance.

  

 Ways and Means 
Committee looks 
at exempt orgs 
  by CCH Editorial Staff  

 At a standing-room-only hearing in 
Washington, D.C., House Ways and 
Means Committee Chairman William 
M. Thomas, R-Calif., said that there has 
been no comprehensive oversight of the 
tax-exempt sector by Congress in nearly 20 
years. The hearing looked at a broad over-
view of the laws governing the tax-exempt 
sector, with an eye toward how organiza-
tions operate, how laws are administered 
and what impact they have on the lives of 
American taxpayers. 

 Thomas noted that many goods and 
services provided by tax-exempt organi-
zations are similar – if not identical – to 
goods and services provided by taxpaying 
entities. “This raises the fairly fundamen-
tal question of what makes these organiza-
tions unique and, hence, deserving of a 
tax-exempt status, he said.” 

 Congressional Budget Office Direc-
tor Douglas Holtz-Eakin testified that 
nonprofi t institutions, such as hospitals, 
credit unions, and universities, may control 
untaxed business entities that compete 
with for-profi t companies. He said that 

the main difference is that these entities 
do not have shareholders who profi t from 
the success of these untaxed businesses. 
As a result, managers have incentives 
to lower prices, increase costs or bolster 
retained earnings. 

 “Accordingly, taxation of these entities 
might not generate as much revenue as 
initially anticipated,” Holtz-Eakin said. 
“Taxation would bolster managers' incen-
tives to reduce or eliminate entities' tax 
liabilities by using more of any surplus to 
cut prices, boost costs or both.” If taxed, 
these entities would retain fewer funds 
for expansion, he said. 

 Continued oversight of the tax-exempt 
sector is critical to ensuring that enti-
ties operate with integrit y in meeting 
their mission, according to General 
Accounting Offi ce Comptroller General 
David M. Walker. The IRS has begun 
to increase staff, obtain better data and 
better analysis of that data, Walker said 
in his testimony.  

 Walker called for a comprehensive re-
examination of the nonprofi t sector to 
determine whether tax-exempt entities are 
providing services commensurate with 
their favored tax status and whether the 
current number and nature of exemptions 
continue to make sense.  ■
  CCH Washington Bureau, May 16, 2005  

Nonprofi t medical 
center entitled 
to exemption
  by CCH Editorial Staff  

 A nonprofi t medical center that owned 
an offi ce building in which it leased 
offi ce space to private physicians was 
entitled to a Louisiana local propert y 
tax exemption ( Willis-Knighton Medical 
Center v. Edminston , Louisiana Appellate 
Court, Second Circuit, April 6, 2005). 

 The assessor contended that the 
leasing of the office space was not re-
lated to the taxpayer's exempt purpose 
because the physician tenants only 
referred a f raction of their patients 
to the taxpayer and 60 percent of the 
building was leased to or owned by for-
profit entities. However, the evidence 
demonstrated that the physicians who 
leased office space were members of 
the taxpayer's medical staff and used 
the office space for the examination 
and t reatment of patients. Accord-
ingly, the leasing of the office space 
was a commercial purpose reason-
ably related to the taxpayer's exempt 
purpose of delivering medical care 
to individuals.  ■
  CCH Chicago Bureau, May 16, 2005  

 Covered entities should make sure they 
are in contact with their affi liated covered 
entities if they want to stay up to date, 
said Apple. Each covered entit y that is a 
member of an ACE would be jointly and 
severally liable for a CMP for a violation 
by the ACE, he noted. With respect to 
affi liated covered entities, Apple advised: 

HIPAA (cont.)
“Make sure there is effective oversight 
of all these different groups.” He noted 
that this step will help covered entities 
respond quickly once a compliant comes 
in. “You really cannot afford to have any 
weak links with respect to your ACE 
organizations so that you know when a 
complaint has been made.” 

 Finally, Apple advised covered entities 
to resolve complaints and investigations 
fast. “You want to be in a position of set-
tling these things as soon as possible,” he 
said. He recommended covered entities 
investigate complaints and violations 
promptly. “You need to know as quickly 
as possible what happened,” he said.  ■

Trends


