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NCVHS: HIPAA “frustration, 
anxiety, fear and anger” persist
by Gordon R. Shea, J.D.

The National Committee on Vital and Health Statistics (NCVHS) is again warning 
Department of Health and Human Services (HHS) Secretary Tommy Thompson 
that Privacy Rule compliance is far from what it should be as the compliance date 
for the Rule draws ever closer. The warning is a follow-up on correspondence that 
the NCVHS sent to Thompson in September of last year concerning Privacy Rule 
readiness in the nation’s healthcare system.

In a November 25, 2002 letter to Thompson on behalf of the NCVHS, Chairper-
son John R. Lumpkin warns that “[t]here is an extremely high level of confusion, 
misunderstanding, frustration, anxiet y, fear, and anger as the April 14, 2003” date 
nears on which entities covered by the Privacy Rule of the Health Insurance Portabil-
it y and Accountabilit y Act (HIPAA) must begin following administrative mandates 
to protect the confi dentialit y of patient health information.

OCR “inadequate?” In the previous letter, NCVHS reported that, after a hearing 
in Boston — the fi rst in a series of fi eld hearings that the Committee was scheduled 
to conduct — testimony showed an “overall” lack of Privacy Rule readiness. Testimony 
also suggested “high levels of confusion and frustration” with the Privacy Rule, 
and a concomitant  “likelihood of widespread disruption” in the nation’s health 
care system. At that time, NCVHS reported that it was “so troubled by the Boston 
testimony” that it felt compelled to report the disruption to Thompson before con-
tinuing on with scheduled hearings in Baltimore and Salt Lake Cit y.

Now that NCVHS has completed the Baltimore and Salt Lake Cit y sessions, it 
reported that “[t]he tenor of the testimony at the two later hearings was virtually 
identical to that which we described in our letter after the Boston hearing.”

That “tenor,” NCVHS reports, includes considerable dissatisfaction with the 
role that the federal government has played in Privacy Rule implementation. While 
most organizations that presented testimony at the NCVHS’s fi nal fi eld hearings 
reported that the Bush administration’s August 2002 changes to the Privacy Rule 
were “viewed positively,” the organizations also “widely viewed” HHS’s Offi ce of 
Civil Rights (OCR) as “not providing adequate guidance and technical assistance.” 
OCR is the government entit y responsible for upcoming HIPAA enforcement. 

Specifi cally, according to the latest NCVHS letter, many “witnesses lamented the 
lack of model notices of privacy practices, acknowledgments, authorizations, and other 
forms. Many witnesses also complained that” the basic “general guidance” that most 
of them were being offered by swarms of high-priced consultants “was of limited value 
because of their special industry or professional circumstances. Witnesses conveyed a 
great sense of frustration that they could not obtain any clarifi cations from OCR or 
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answers to the questions they submitted via 
OCR’s website.”

“Let them catch me.” HIPAA’s 
preemption provisions — under which 
covered entities must determine whether 
or not state privacy laws are more strict 
than the federal Privacy Rule and must 
make this determination for each jurisdic-
tion in which they operate — seem to be 
a particular sore spot. “A large number of 
witnesses,” NCVHS reported, “said that 
issues of preemption made compliance” 
with the Privacy Rule “much more dif-
fi cult, costly, and complicated.” Several 
witnesses reported that the preemption 
analyses they were expected to complete 
“are often lengthy documents, expensive to 
research, highly technical, and not binding 
on any enforcement agency or the courts.” 
NCVHS also warned of a lack of “national 
coordination on the issue of preemption.” 

Worse, NCVHS reports, “[s]everal wit-
nesses estimated that well below half of all 
small providers had made any effort to com-
ply with the Privacy Rule, and some have no 
intent to do so.” One witness, according to 
the NCVHS letter, “reported that some ru-
ral providers have given up on compliance 
and adopted the position that ‘I can’t do 
this; let them catch me.’” Another witness, 
who represents an oncology provider, told 
the committee “that the diffi culty and ex-
pense of HIPAA compliance had caused her 
practice to abandon the use of electronic 
billing and to go back to paper claims to 
avoid being a covered entity.”

“Dire” expertise shortage.  
“Even more troubling,” the NCVHS 
letter continues, “are the potential ad-
verse effects on the health care system. 
Some witnesses said that some Medic-

aid and other safet y net providers may 
drop out of the system of providing 
care to indigent patients because they 
cannot afford to absorb the costs of 
complying with the Privacy Rule, and 
there is no way to pass along the costs.” 
Concerns about large-scale breakdowns 
in the healthcare system resulting from 
poor Privacy Rule compliance, the Com-
mittee said, also extend to “the need for 
education and training” of healthcare 
workers. Although “millions of health 
care workers will need to be trained 
in the next few months” about the 
Privacy Rule, NCVHS says, “there is 
a dire shortage of expertise, materials, 
and funding. Overwhelmingly, wit-
nesses said that generic training will 
not work; to be successful it must be 
customized by industry, entit y, and job 
description.” Some witnesses “reported 
that the fear of violating HIPAA already 
has resulted in negative health out-
comes, including providers refusing to 
share patient medical information that 
would be helpful in treating another 
patient and a decline in mandatory or 
permissive reporting of essential health 
data to public health agencies, tumor 
registries, and other entities.”

Interestingly, the NCVHS letter focuses 
on the perceptions of the covered entities 
from which it took testimony. It does not 
attempt to evaluate the reasonableness 
or rationalit y of the witness from whom 
it heard. At least some of the concerns 
raised by witnesses and communicated 
by the NCVHS seem somewhat at odds 
with HIPAA compliance measures that 
have already been announced. 

For example, NCVHS reported that 
“[f]ears surrounding HIPAA…featured 
prominently in the testimony. Witnesses 
were very concerned about the possibility of 
overzealous enforcement by OCR as well as 
private lawsuits, both of which were viewed 
as costly to defend.” Such fears seem con-
tradicted by the government’s actions thus 
far. For example, on October 15, 2002, 
HHS issued a news release stating that the 
agency’s Centers for Medicare and Med-
icaid Services (CMS) will be responsible 
for HIPAA’s transactions and code sets 
provisions. Rather than enforcing those 

provisions with an iron hand, CMS  “will 
focus on obtaining voluntary compliance 
through technical assistance. The process 
will be primarily complaint driven and will 
consist of progressive steps that will provide 
opportunities to demonstrate compliance 
or submit a corrective action plan.”

A copy of the NCVHS letter is available 
at http://ncvhs.hhs.gov/021125lt.htm. ■
CCH Chicago Bureau, Jan. 10, 2003

Where’s the Security Rule?

Despite recent rumors that the De-
partment of Health and Human Ser-
vices would issue HIPAA’s Security 
Rule for Federal Register publication 
on December 27, 2002, the Security 
Rule has not yet been released. When 
it is, the staff analysts at CCH IN-
CORPORATED will bring you full 
coverage of the Rule and its impact.
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OIG nets billions 
cracking down on fraud 
and waste 
by Geraldine S. Stroka, J.D., R.N.
The Off ice of Inspector General’s 
(OIG’s) semiannual report to Con-
gress is a must read for it not only 
highlights the many Department of 
Health and Human Services (HHS) 
program area achievements in 2002, 
but also discloses HHS’s future focus. 
Although the majorit y of the report 
concerns its work alongside its sister 
agency, the Centers for Medicare and 
Medicaid Services (CMS), it also details 
other efforts in conjunction with other 
government agencies.

OIG’s achievements. For fi scal year 
2002, the OIG reported that it saved $21 
billion dollars (with $19.9 billion due to 
better utilization of government funds), 
$426 million in audit disallowances and 
$1.49 billion in investigative receivables. 
In the next few months, OIG will issue 
a fi nal compliance guidance for pharma-
ceutical manufacturers and it will be 
reporting on prescription drug costs 
and state rebate programs under the 
Medicaid program. 

Safe harbor status. In Appendix 
G, OIG presented the status of the 
proposals it received as a result of 
its annual solicitation for modif ying 
exist ing safe harbors. Appendix G 
also illustrates the OIG’s rationale in 
accepting or denying these proposals. 
The OIG is developing a proposed rule 
for certain fee-for-service arrangements 
between federally qualifi ed health cen-
ters and other providers. Also, new safe 
harbors being considered include: (1) a 
safe harbor similar to the self-referral 
exceptions created by CMS regulations, 
including compliance training, inciden-
tal benefi ts, and (2) a safe harbor for 
isolated transactions matching the ex-
ception in the physicians self-referral 
statute. Other new safe harbors as well 
as modifi cations to existing safe harbors 
are currently under review. ■
Offi ce of Inspector General, Semiannual Report to 

Congress (April-September 2002), Dec. 11, 2002, 

¶154,108 

DHHS publishes 
regulatory agenda and 
seeks industry input
by Geraldine S. Stroka J. D., R.N.
The Department of Health and Hu-
man Services (DHHS) has published 
its semiannual regulatory agenda. As 
part of this publication, DHHS has 
requested members of the healthcare 
indust r y to submit input into the 

rulemaking process. The agenda and 
request is directed with the intended 
result to issue advance not ices of 
proposed rulemaking and fi nal rules 
within the next 12 months. 

Fraud and abuse.  A lt hough 
much of the activities of The Centers 
for Medicare and Medicaid Services 

(CMS) is of interest to all compliance 
offi cers, there are several rules, in dif-
ferent stages of drafting that require in-
dustry input. According to the agenda, 
CMS has developed a proposed rule 
for a safe harbor arrangement involving 
federally qualifi ed health centers and 
providers. Final rules under develop-
ment include: (1) the shared risk excep-
tion to safe harbor provisions, (2) Stark 
II-Phase II or as it is offi cially known, 
“Physicians’ Referrals to Health Care 
Entities with Which They have Finan-
cial Relationships- Phase II”, and  (3) 
The Emergency Medical Treatment and 
Labor Act.

Importance. The agenda is an 
excellent source for the following in-
formation about each of the rules pre-
sented: (1) priorit y, (2) legal authorit y, 
(3) citation, (4) legal deadline, and (5) 
an abstract of the rule. In addition, it 
lists any actions taken on the rule, the 
dates of these actions and their cita-
tions, as well as the agency contact for 
each rule. ■
HHS-Semiannual Regulatory Agenda, 67 FR 74492, 

Dec. 9, 2002, ¶362,028

Fraud & Abuse
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Maintaining Compliance While Promoting Medical 
and Clinical Research: Confl ict of Interest Issues
by Theodore J. Sanford Jr., MD; Leslie H. Kamil MS, JD; 
and Edward B. Goldman, JD

The recent federal suspension of medical research programs at several well-known 
academic medical centers has caused many institutions to review, revise, or create 
compliance policies for their research programs. Most of the more recent issues centered 
on informed consent or authorization of research participants. Institutions cannot 
afford the risk of losing public confi dence, a tarnished research reputation, or suspen-
sion of their research efforts. 

Confl ict of Interest. COI refers to situations in which a 
researcher may compromise or appear to compromise his or her 
objectivity while conducting research. This lack of objectivity 
frequently, but not always, involves a fi nancial interest for the 
researcher. A researcher’s impartiality can extend to the protocol, 
design, data collection, analysis, interpretation, and reporting 
as well as the hiring of staff and acquisition of equipment and 
materials. A COI can also result from the various “hats” a 
faculty/researcher wears within an integrated health system. In 
addition to fi nancial confl icts there is always the potential for 
confl ict between the investigator role as a physician and his role 
as a researcher. A physician/researcher can also receive fi nancial 
incentives as a network provider in the health system’s HMO 
while conducting research on a participant who is a member of 
that HMO. In addition to the individual confl ict, this situation 
also creates confl icts for the health system.

Research participants should be comfortable that the medi-
cal school will manage COI, that they will be notifi ed in writ-
ing of investigator COI, and that investigator(s) of a study in 
which they are enrolled comply with the federal guidelines1,2,3 
for participants in clinical trials and also guidelines from the 
Association of American Medical Colleges (AAMC),4 Inter-
national Committee of Medical Journal Editors (ICMJE),5 
and the Declaration of Helsinki,6 and that these researchers 
do not have a COI with the industry sponsor.

The problem of non-compliance of medical researchers was 
delineated in a recent article that looked at the compliance of 
research investigators at 108 academic medical centers with 
regard to investigator participation in guidelines from the 
ICMJE (2002) concerning study design, access to all trial data, 
and control over publication of industry sponsored research.7 
Of the 108 medical centers participating in multi-center trials, 
only one percent of the agreements between researchers and 
the sponsoring organization adhered to the ICMJE guidelines 
on investigator access to all data; ten percent were in compli-
ance with guidelines for study design and data collections; and 
only sixteen percent reported that IRBs routinely reviewed 
agreements between investigators and industry sponsors. This 

study concluded that academic institutions “rarely ensure that 
their investigators“ have full and unimpeded access to all trial 
data, have a right to publish their own fi ndings, or even have 
input into the study design of protocols.

The Public Health Service requires that grantee institutions 
have COI policies in place.8 The statement says, “(E)ach insti-
tution receiving fi nancial support must have written policy 
guidelines on COI and the avoidance thereof.” It should be 
noted that perceived confl icts are as important to identify and 
manage as are the real confl icts. Public opinion of the commu-
nit y and the granting agencies can impact future funding. 

Confl icts are not necessarily bad, but the lack of policies 
that provide guidance on identifi cation, disclosure, sanctions, 
and management of confl icts can create signifi cant liabilit y 
for both the researcher and the institution. Management 
of confl icts includes monitoring, limiting activit y, cessation 
of the project or discontinuation of a facult y’s/researcher’s 
involvement frequently through the substitution of non-
confl icted personnel. 

Implementation of the federal COI policies creates a 
challenging opportunit y for the institutional compliance 
offi cer. First, he or she is charged with overseeing the 
facult y and satisfying all applicable laws and regulations. 
This is an enormous cost to the institution in terms of 
money as well as facult y morale. Compliance with these 
requirements requires additional facult y and staff to satisfy 
the paperwork and monitoring requirements specifi ed in 
the laws, regulations, and resultant institutional policies. 
Compliance offi cers cannot make institutions compliant. 
It is the responsibilit y of each facult y member, researcher, 
and their related staff.  

Recommendations. We make the following recom-
mendations:

1. Develop and implement detailed research compliance 
programs. Although physician and researcher auditing and 
monitoring of the privacy regulations can be conducted as 
part of the institutional process, a separate process of auditing 
and monitoring must be established for COI issues. 
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2. The IRB or other regulatory body responsible for iden-
tifying and managing COI should consider assigning a study 
coordinator to each research project. Each coordinator can 
be assigned either full-time with one study or part-time with 
more than one study. Determine:
■ if the principal investigator should be allowed to hire a 

study coordinator or if there should be a pool of study 
coordinators, independently hired and supervised by a 
disinterested part y, that are assigned to project. 

■ the method of funding for and the allocation of expense for 
the independent study coordinator; if funding is central and 
not allocated to a specifi c research project, the likelihood 
of a COI will be reduced. 
3. Educate and train: 

■ Administrative staff in the research offi ce(s) should be well 
trained in the laws and regulations and who (and how) to con-
tact for guidance. Training may require bringing in an outside 
consultant or sending the administrators to an appropriate 
course(s). Extensive education and training is imperative. 

■ Study coordinators should be educated in specifi c agency 
regulations. Training can be done by existing administrative 
staff or outside staff.  The end goal is that extensive educa-
tion and training must be achieved. Staff must be able to 
answer their constituents correctly. 

■ Researchers training is available from the Offi ce of Human 
Research Protection (OHRP). The institution must make 
these training sessions convenient to the researchers and 
provide the researcher with accessibilit y to a designated 
person for more detailed training if desired. 
4. Appoint a research representative to the institutional 

privacy committee. 
5. Consider designating a Research Compliance/Privacy Of-

fi cer specifi c to research. This position would be the primary 
contact for privacy and research questions. 

6. Develop policies that assist researchers in identifying 
confl icts and privacy issues. The COI policies must provide 
a mechanism for annual disclosure and retrieval of disclosed 
confl ict issues; specifi c guidance on the t ypes of and limits 
on outside activities that are permitted; sanctions for breach 
of policies; and establishment of a committee to review each 
confl ict and provide guidelines on management. The privacy 
policies must specify access, authentication, minimum neces-
sary, use and disclosure guidelines and sanctions for breach 
of the policies. 

7. Make sure all researchers, whether clinical or laboratory, 
understand that they must provide full and complete disclo-
sure of any perceived and actual confl icts to the institution and 
to participants, such as industry sponsored research. Consider 
incorporating COI disclosure into the IRB process. 

8. Consider conducting an initial assessment of research 
efforts about to commence to establish a benchmark for im-
provement. If one decides to engage an outside company or 

to internally assess current research compliance, discuss this 
with your attorney prior to initiating the assessment. 

 9. Establish an effective communication mechanism 
for the timely and accurate dissemination of information 
to all facult y, researchers, and staff involved in research. 
Consider development of a website for dissemination of 
information and for publishing resources available for re-
searchers. For example, the FDA’s website can be found at 
www.fda.gov/oc/gcp/ or the National Institutes of Health 
(NIH) can be found at www.grants1.nih.gov/grants/guide/
notice-fi les/NOT-OD-01-053.html.

10. Establish a website for easy access to laws, regulations 
and internal policies. 

11. Establish a committee on COI that is part of the Medi-
cal and Clinical Research entit y. This committee should have 
contact with the facilit y IRB so that any identifi ed confl icts 
involving research can be sent to the IRB to be sure that the 
research informed consent process and documentation include 
the appropriate COI disclosures.

12. Researchers should review and comply with federal 
regulations on COI and not have inappropriate equity position 
in any company sponsoring trials, or buy, sell, or hold stock 
in those companies as defi ned in the federal regulations.

13. Institutions should reassess, review, and implement the 
guidelines from the AAMC and ICMJE, FDA, Public Health 
Service (PHS), NIH, and National Science Foundation (NSF).
Theodore J. Sanford Jr., MD, is the Compliance Offi cer for University of Michigan 

Health System; Leslie H. Kamil MS, JD, is the Deputy Compliance Offi cer and Privacy 

Offi cer, University of Michigan Health System; and Edward B. Goldman, JD, is Assistant 

General Counsel, Offi ce of the General Counsel, University of Michigan.
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For security’s sake: 
homeland security 
trumps HIPAA 
protections
by Raio G. Krishnayya, J.D.

After President Bush signed the Home-
land Securit y Act of 2002 into law on 
November 25, 2002, a major crossover 
occurred between homeland security and 
medical privacy—an otherwise unlikely 
pairing—resulting in controversy. Spe-
cifi cally, the Homeland Securit y Act has 
paved the way for  “data-mining,” which 
if implemented would test historical pro-
tections of privacy, including notions of 
medical privacy. Furthermore, the Act 
allows healthcare and biotechnology 
entities to become prominent players in 
homeland securit y by obtaining federal 
grant money for research into technolo-
gies designed for counter terrorist mea-
sures, including bioterrorism.

The threat. The issue of bioterror-
ism gained prominent public concern 
after the anthrax attacks hit the United 
States in early October 2001. Prior to 
the highly publicized anthrax attacks, 
the U.S. government had always been 
concerned with bioterrorist attacks, the 
emphasis was primarily in developing a 
responsive plan to such attacks. 

The events of 2001, however, coupled 
with the fact that no criminal prosecu-
tion has yet occurred after the anthrax 
attacks sparked public demands that 
the government do more to protect its 
citizens from future attacks. A consen-
sus was drawn at the highest levels of 
government that the United States had 
to take preemptive measures to detect 
and foil future at tacks. In part, the 
Homeland Securit y Act of 2002 is the 
vehicle for such measures. 

As a practical matter, a change in policy 
is refl ected by a change in methodology. 
Therefore, how would an entit y charged 
with preventing future attacks be able to 
obtain information in a timely fashion to 
do just that? Enter data-mining.

Data-mining. The premise of data-min-
ing is that the electronic world contains 
trillions of bits of information; organiza-

tions that maintain electronic records keep 
this data in data warehouses to protect and 
maintain the information. However, the 
vast amount of data makes analysis of the 
data for statistical trends virtually impos-
sible without data-mining techniques.

Data-mining experts are quick to cau-
tion that while data-mining results can 
provide statistical predictions about re-
lationships, it cannot identify a causal 
connection between the events quanti-
fi ed and the predicted outcomes.

Nevertheless, the power of data-min-
ing makes the government’s interest and 
subsequent codifi cation for its use obvi-
ous. With regard to bioterrorism, those 
same Department analysts could search 
for trends in medical treatment data to 
determine the statistical probabilit y that 
a bioterrorism attack has occurred. In 
theory, analysts could target potential hot 
spots that indicate a high probabilit y of 
an at tack. Subsequently the Depart-
ment analysts could dispatch Centers 
for Disease Control and Prevention 
investigators to verif y whether an at-
tack has occurred and coordinate with 
public health agencies to quickly isolate 
the problem. Although this is a powerful 
method for detecting and deterring such 
an attack, the data-mining measure has 
been strongly criticized.

The language of the Homeland Secu-
rit y Act that governs data-mining appears 
to be vague. Under Title II of the Act, 
entitled “Information Analysis and In-
frastructure Protection,” the following 
are listed as some of the main objectives 
regarding information analysis:

(1) To access, receive, and analyze 
law enforcement information, in-
telligence information, and other 
information from agencies of the 
Federal Government, State and lo-
cal government agencies (including 
law enforcement agencies), and pri-
vate sector entities, and to integrate 
such information in order to—
(A) identify and assess the nature 
and scope of terrorist threats to 
the homeland;
(B) detect and identif y threats 
of terrorism against the United 
States; and

(C) understand such threats in 
light of actual and potential vul-
nerabilities of the homeland.

Thus, with such broad objectives, 
the Act has provided the Department 
of Homeland Securit y the abilit y to 
conduct data-mining among its arsenal 
of intelligence capabilities. The data-
mining provision simply states that the 
Department must:

(14) (E)stablish and utilize, in con-
junction with the chief informa-
tion offi cer of the Department, a 
secure communications and infor-
mation technology infrastructure, 
including data-mining and other 
advanced analytical tools, in order 
to access, receive, and analyze data 
and information in furtherance of 
the responsibilities under this sec-
tion, and to disseminate informa-
tion acquired and analyzed by the 
Department, as appropriate.

The language of paragraph one coupled 
with paragraph fourteen has sparked criti-
cism by civil rights advocacy groups. 

Privacy concerns. Opponents of the 
data-mining provisions of the Act have 
argued that this provision is the suc-
cessor to a line of statutory enactments 
designed to erode privacy. Most notably, 
the Center for Democracy & Technol-
ogy (CDT) has published a statement 
addressing the data-mining aspects of 
the Homeland Securit y Act.

The CDT’s statement outlines the his-
torical devolution of privacy, culminating 
with the Homeland Security Act. Begin-
ning with the USA Patriot Act, the CDT’s 
privacy analysis states that under the Patriot 
Act, law enforcement was entitled to gain 
access to electronic data, such as e-mails 
and other electronic records, without court 
order if the custodian of the electronic data 
reasonably believed that an emergency situ-
ation existed, resulting in imminent threat 
of harm. The CDT’s statement continues 
by asserting that the Homeland Security 
Act removes the “imminent threat” re-
quirement, allowing unfettered access to 
electronic data without court review.

Furthermore, the CDT detailed other 
data-mining initiatives by other govern-
mental agencies, including the Defense 
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Advanced Research Projects Agency 
(DARPA). President Reagan’s National 
Securit y Advisor, John M. Poindexter 
who initially introduced DARPA, has 
become its head and chief spokesperson. 
The aim of DARPA is to develop systems 
that would provide information about 
travel to high-risk areas, suspicious e-mails, 
nefarious fi nancial transactions, and medi-
cal activities.  The Homeland Security Act 
not only allows the Department access to 
technologies such as those developed by 
DARPA, but also requires the Department 
to pursue and utilize such technologies. See 
John Markoff, Pentagon Plans a Computer 
System That Would Peek at Personal Data 
of Americans, N.Y. Times, Nov. 9, 2002 at 
http://www.nytimes.com.

HIPAA. Many of t he concerns 
voiced by opponents to the Homeland 
Securit y Act address not just general 
privacy concerns but specifi cally chal-
lenge the protections under the Health 
Insurance Portabilit y and Accountabilit y 
Act’s (HIPAA) Privacy Rule. The Privacy 
Rule prohibits uses and disclosures of 
protected health information to third 
parties without notice to the patient 
of his or her privacy rights and equally, 
importantly, the provider’s privacy prac-
tices. The Rule further requires providers 
to make a “good faith” effort to procure 
a patient’s written acknowledgement of 
the privacy rights and practices.

While many healthcare and medi-
cal research entities are well aware 
of HIPAA, what is less known is the 
impact that provisions like the data-min-
ing clause have on an entit y’s efforts at 
HIPAA compliance. Consider, based 
on the previously described scenario, 
what if the Department could accew 
ot her wise protec ted informat ion? 
What would be the HIPAA liabilit y to 
a healthcare or research entit y? Further-
more, what requirements does such a 
scheme impose on entities in terms of 
providing notice about privacy rights 
and practices?

Recall that violations of the Privacy 
Rule could result in an entit y facing se-
vere penalties depending on the level of 
intent associated with the privacy breach.  
For example, if an entit y intended to sell 

or transfer the data for commercial gain 
or to cause malicious harm, the attached 
penalty could be up to ten years in prison 
or a fi ne of up to $250,000. But that is 
unlikely to be the case with regard to the 
scenario just illustrated.

In the scenario above, and absent any 
notice that a patient’s medical treatment 
information could be data-mined, an en-
tit y could face a penalt y of up to one year 
of imprisonment or up to $50,000 per 
incident. In the above-described scenario, 
data-mining would not only encompass 
retrieval of one record but of thousands 
of records, each carrying the possibilit y 
of separate, consecutive violations.

Privacy safety nets. Although the 
scenario detailed above seems bleak, pro-
ponents of the data-mining provision would 
argue that both HIPAA and the Homeland 
Security Act provide safeguards to prevent 
the catastrophe that could occur.  Three 
separate provisions between the two stat-
utes would seem most relevant.

The Homeland Securit y Act creates a 
new position, the privacy offi cer.  The 
Act assigns fi ve major responsibilities to 
the privacy offi cer.  The responsibilities 
mainly consist of “assuring” that the tech-
nologies employed by the Department do 
not “erode privacy protections relating to 
use, collection, and disclosure of personal 
information.” Furthermore, the Act re-
quires the privacy offi cer to maintain de-
partmental compliance with the Privacy 
Act of 1974. The privacy offi cer is also 
required to conduct a privacy assessment, 
which is to include the t ype of personal 
information collected and the number 
of people affected.  The last provision 
requires the privacy offi cer to submit an 
annual report to Congress detailing the 
Department’s privacy practices, including 
information about privacy complaints. 
The duties of the privacy offi cer seem 
routine and reassuring that breaches in 
privacy protections will not occur.

However, as is often the case, what is 
not said is equally as important as what 
was said. Interestingly, the Act makes no 
mention of exactly how the privacy offi cer 
is to “assure” that Department practices 
do not “erode privacy protections.”  Also 
absent are any provisions that grant the 

privacy offi cer the power to suspend or 
terminate any practices that are found 
to “erode privacy protections.”  In other 
words, the Act is unclear about what spe-
cifi c enforcement options the privacy of-
fi cer has to guarantee such assurances.

The privacy assessment, while de-
signed to provide an accounting of the 
Department’s privacy practices, includes 
no guarantee that any discovery of viola-
tions would result in review or investigation 
or any such redress. Clearly, the delineated 
enforcement power of the privacy offi cer 
under this scheme is the ability to report 
violations to Congress. However, by the 
time the annual report is submitted and 
Congress would have an opportunity to 
act, the privacy violation would have already 
occurred and the damage done.

The other provision of the Homeland 
Securit y Act that comes into play appears 
just before the clause establishing the 
privacy offi cer. That provision, Section 
221, imposes four requirements regard-
ing sharing of information.
■ To limit the redissemination of infor-

mation to ensure that it is not used for 
an unauthorized purpose;

■ Secure and maintain confi dentialit y of 
information;

■ Maintain data integrit y by removing 
obsolete or erroneous names and in-
formation in a timely manner; and

■ Protecting individuals’ constitutional 
and statutory rights.
This begs the question, however, of 

what are the constitutional and statutory 
rights that bind the Department’s privacy 
practices? Returning to the HIPAA Privacy 
Rule for an answer, consider the protective 
provision for treatment information. The 
main requirements of the fi nal Privacy Rule 
issued in August 2002 although universally 
known contains less noted exceptions that 
may ultimately answer the question.

Pursuant to §164.512 of the Privacy 
Rule, entitled “Uses and disclosures for 
which an authorization or opportunit y 
to agree or object is not required,” the 
healthcare entit y that would provide the 
treatment information for data-mining 
purposes would presumably have safe 
haven from liabilit y. Paragraph “(f)(3)” 
allows an entit y to disclose otherwise 
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HIPAA Privacy Guide
One of the most important facets of healthcare compliance is the challenge of being compli-
ant with the Health Insurance Portabilit y and Accountabilit y Act (HIPAA).  CCH’s HIPAA 
Privacy Guide is designed to be an expert yet straightforward resource to help you meet the 
HIPAA compliance challenge.

Electronic forms and news updates available over the internet
The HIPAA Privacy Guide is not limited to print only, but delivers the power of an online 
research tool as well. Hipaa.cch.com delivers late-breaking HIPAA news and updates as 
they happen. The hipaa.cch.com online research tool provides forms to assist in developing 
policies and procedures, targeted for HIPAA compliance but designed to be incorporated in an overall 
compliance program.

Preemption
Preemption is an important part of any organization’s HIPAA compliance picture. The HIPAA Privacy Guide guides the 
compliance offi cer through the complex area of preemption law.

protected information in order to iden-
tify individuals suspected to be victims 
of crimes. Paragraph “(f)(3),” however, 
requires that the disclosure either occur 
upon assent by the individual suspected 
of being the victim or if the person is 
incapacitated or an emergency condi-
tion exists, then three conditions must 
be satisfi ed.

First, the law enforcement agency con-
ducting the investigation must establish 
that the crime investigated was commit-
ted by someone other than the victim and 
that the treatment information would not 
be used against the victim. Second, law 
enforcement would be required to dem-
onstrate that the investigation would 
be materially and adversely affected by 
waiting for the individual’s assent. Third, 
the healthcare entit y must determine that 
disclosure is within the best interests of 
the individual.

Relating this back to the Department 
practice of data-mining for potential bio-
terrorism events, the Department (clearly a 
bioterrorist attack would constitute a crimi-
nal act for §164.512 purposes) would be 
required to establish all three requirements 
before conducting the data-mining. On the 
other hand, the Department could argue 
that it could not identify whether a treated 
patient was a victim of a bioterrorist attack 
without fi rst analyzing the data — a cart and 
horse problem.

However, recall that the primary pur-
pose of conducting data-mining analyses 
is to develop statistical models to identify 
the probabilit y of a terrorist event such 
as a bioterrorist attack. In other words, 
the modus operandi is to gather intelligence 
and §164.512 paves the way for this t ype 
of operation.

Under subparagraph “(k)” of §164.512, 
there is a clause entitled, “National secu-
rity and intelligence activities.” The clause 
reads: “[a] covered entity may disclose pro-
tected health information to authorized 
federal offi cials for the conduct of lawful 
intelligence, counter-intelligence, and other 
national security activities authorized by the 
National Security Act (50 U.S.C. § 401, et 
seq.) and implementing authority.” 

The National Security Act has become 
the key to open otherwise locked doors 
in the name of national security. Section 
442(b) of the National Sec urity Act, which 
authorizes intelligence gathering activities 
by “an appropriate offi cial of the United 
States Government, acting within the scope 
of offi cial duties… and in compliance with 
Federal law,” would provide the healthcare 
entity, participating in a Department of 
Homeland Security data-mining survey, a 
possible exemption from HIPAA liability 
because arguably, the purpose of such data-
mining is to gather intelligence. Thus both 
the Department and the entity would be 
free from HIPAA reprisal.

Conclusion. The concept of active 
data-mining treatment records for the ex-
istence of “unusual medical activit y” may 
seem Orwellian. However, the existence 
of current surveillance programs such 
as the Federal Bureau of Investigation’s 
Carnivore program and the research and 
development programs such as DARPA 
indicate that a picture of a world, domi-
nated by a need for safet y over privacy, 
are coming together. But the evolution of 
actual cases formed under such schemes 
will truly dictate how protected medical 
privacy is or just how wide-reaching the 
national securit y argument is.

Complete text of the Homeland Security 
Act may be found at http://thomas.loc.gov/
cgi-bin/query/z?c107:h.r.5005.enr:. A copy 
of President Bush’s remarks at the signing 
of the Homeland Securit y Act may be 
found at http://www.whitehouse.gov/
news/releases/2002/11/print/20021125-
6.html. Information about data-mining can 
be found at the Two Crows Corporation by 
downloading their Free Data Mining Tuto-
rial Booklet at http://www.twocrows.com/
intro-dm.pdf.  A copy of the Center For 
Democracy and Technology’s statement 
regarding the Homeland Security Act can 
be found at http://www.cdt.org/security/
homelandsecurit ydept/021210cdt.shtml. 
A copy of the HIPAA Privacy Rule can be 
found at ¶100,915. ■
CCH Chicago Bureau, Jan. 9, 2003
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